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Takeshi "George" Matsuda

Senior Network and Software Engineer
NTT Communications

* Global IP Network (GIN, AS2914)
* Asia Product Management
* OSS planning

 OCN (AS4713)
* Eye-ball network design
* |Pv6 transition technology
» System/Software arch/dev
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NTT Commmunications

[ Q NTT (Holding Company) }
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l,ll TTCommur;ications

dimension

Global ICT Solutions | 99€emo || NTTDaTa data
with High Quality
I

®©) NTTEAST ||(®) NTTWEST

<Results for FY2017>
» Operating Revenues : JPY 1,323.0B » Operating Income : JPY 122.0B

<NTT Com Group Employees>

» Total : Approx. 22,050 v’ Japan : Approx. 11,950
v' Outside Japan : Approx. 10,100

<Global Deployment>
» Offices in 41 countries/regions, 110 cities
» Global Network Service in over 190 countries/regions
> Global Tier-1 IP backbone provider, one of the largest in Asia
» Over 140 datacenters worldwide
* As of the end of March 2018



http://www.dimensiondata.com/
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Our Global Cable Coverage

8. 8prs

Total Data Capacity
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Japan-Asia Japan-US
Cable Capacity Cable Capacity

As of the end of September 2017

Copyright © NTT Communications Corporation. All rights reserve d.



Network Service - Arcstar Universal One

. | : *As of April 2017

Copyright © NTT Communications Corporation. All rights reserved.
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Today's theme: Transit Trend



Transit and Peer ...

« Originally, people had to rely heavily on transit providers to
communicate globally

________________________________________________________________________

___________________________________

N e o o o o e e e e e e - - e e e e e = = =

trans:t ‘i
OTT/ICP Tier-1 ISPsi
(e.g. GIN);

(e.g. OCN)E
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Transit and Peer ...

* Direct peers = less dependency on transit providers

________________________________________________________________________

transit

OTT/ICP

___________________________________

N e o o o o e e e e e e - - e e e e e = = =

(e.g. GIN)E

(e.g. OCN)E
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Transit and Peer ...

« Some OTTs to deploy "content cache servers"” to ISP's network
= bypassing transit + IX providers

________________________________________________________________________

___________________________________

N e o o o o o e e e - - - e e e e e = = =

Tier-1ISPs.
(e.g. GIN):

(e.g. OCN)E
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Why does this happen?

 Reasons:
« Latency
» Cost-saving (transit fee)
« Quality of Experience (QoE)

Is this happening to me?
How shall we deal with this phenomenon?

Copyright © NTT Communications Corporation. All rights reserved.
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Today's topics:
« QOur IP traffic trend

* Global and Japan

* Our Challenges

e |P transit + Anti-DDoS

e Utilize as a part in total solution

15



Today's topics:

* Qur IP traffic trend
* Global and Japan

 Our Challenges

e |P transit + Anti-DDoS

e Utilize as a part in total solution




Global IP Network Service

« High-speed and large-capacity IP backbone
connecting 26 countries/regions across the globe

Asia Area North America Area
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GIN BB traffic trend (global)

 all ingress traffic
« average growth (CAGR): 18.17%

Traffic [Gbps]
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CATNIX

Japan Internet Backbone o apizos

OCN (AS4713)

 Largest ISP in Japan

« 6 millions+ subscribers

« Sole upstream == GIN (AS2914)
 Provides transit service as well

2000 pA[0]0]
Gbps Gbps

Osaka GW Tokyo GW

f— =10l68)  Gunma Core
/ \ (€]s]s]
900 Tokyo Core
/ \ Gbp

Sie F@!
JPNAP dix-ie

Osaka Core

Aichi Core

1400
OCN Fukuoka\Z&ii

“*OCN Kanagawa

Copyright © NTT Commt 1Gbps
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Traffic Trend by Type (2014 May - 2018 sep)
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Traffic Trend in Summary

World's IP traffic trend forecast: CAGR 23% (src: Cisco VNI 2014-2019)
GIN global IP transit: firm growth but little slower

OCN subscribers: more than world trend

GIN (global IP transit)

OCN subscriber (Japan)
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average growth % (CAGR): 18.17%

average growth % (CAGR): 34.27%

Constantly increasing, but connectivity cannot be the only value

Copyright © NTT Communications Corporation. All rights reserved.
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Today's topics:
« Qur IP traffic trend

* Global and Japan

e Our Challenges

e |P transit + Anti-DDoS

e Utilize as a part in total solution




DDoS Attacks

A Growing and Evolving Problem

FEl

Frequency

Cost of
DDoS Attacks

Attack Frequency
[Per Month]

@ Le== than 510,000

& it @ SIL000-525,000
® T2 permareh & 525000-350,000

@ Z1-50 per mamth
@ 5710 ge month

@ 350,000-5100,000

& 5100,000-51,000,000
@ Mo than 51,000,000

@ NS0 per munth
@ Mo than S per mant

Source: Arbor Networks XIl WISR Report (2017)

Copyright © NTT Communications Corporation. All rights reserved.
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Thailand and Mekong
region also suffers

Copyright © NTT Communications Corporation. All rights reserved.

szmm . The latest infosec intel,
BOULEVARD BETTER. % Devans arscount, EEE

ANALYTICS ~ APPSEC  CISO  CLOUD DEVOPS GRC  IDENTITY  INCIDENT RESPONSE  |OT/ICS  THREATS /BREACHES &

Home » Cybersecurity » SBN News » DDoS attack on Cambodia's top 1SPs reached 150Gbps

@ DDoS attack on Cambodia’s top ISPs reached 150Gbps

A major DDoS attack hit Cambodia's top ISPs, writes ZDNet. EZECOM, SINET, Telcotech and Digi have all confirmed the attack

after users reported issues all last week when trying to use online applications

The attack's peak was on Nov, 5 and 6, when it almost reached 150Gbps, according to sources, causing at least half a day of

downtime and disrupting internet access across the country. Local media reported this security incident as one of the biggest

In the country

“EZECOM has been hard at work with anti-DDoS specialists to deal with this issue, and we expect normalcy to returm soor

AS5umMing no further large-scale attack,"” reads the press release

Announcement on DDoS Attack

25



Pre-sales support: workshops

What is a DDoS Attack?
DDoS = Distributed Denial of Service

Attackers target a specific website or application and flood with a high volume of

L]
illegitimate traffic.

- The ensuing slowdown or shutdown blocks legitimate users from access.

° Results are monetary, reputation and brand damage to a company or
organization.

» Any Internet-centric organization is a ) SRR
high-potential target for DDoS attacks. = i 2 S U 5

etse Jruryf;:v’,
ra safet
=4S r.r:'v

J T

Copyright © NTT Communications Corporation. All rights reserved.

DDoS Attacks

Recent Press Coverage

NETSECURITY

attacks on the rise

Western Australia parliament hack: Cyber-
attack forces government communications
blackomt

Larger, more complex,
financially motivated DDoS

International Business Times.

R o]

1.7 Tbps DDoS Attack — Memcached UDP Reflections Set New

PO The Hacker News

Hackers leverage 26,000 WordPress websites in massive DDoS
attack

(7 GRAHAMCLULEY  *
[ 34 - Snrvnm Tt 2+ e —— |

J et -

| Fanesss 1t by zageind DOGS sttacks # renap 1
Valentie's Doy

One in Five Data Centers Qutages Is Caused

IEEREE by DDoS Attacks

NTT Corwreniratons

26



Open Webinars

T Webinars | Capacity Media «

C & https/'www.capacitymadia.com et '~ S | Incognito e 3

copacity @ a

= Webinars | Capacity Media «

C & https/'www.capacitymadia.com et '~ S | Incognito e 3

copacity @ a

Capacity Webinars

* This webinar is hosted by a third party calied Bright TALK

Best Practices for Protection
Against DDoS Attacks

A guide to keep networks safe

Darren Grabowski R
Manager, Network Security Team \N T T Communications
March 27, 2019

Rate this Details

FREE WEBINAR: Best Practices for Protection Against DDoS
Attacks

Darran Grabowskl, Network Securlty Team Manager, Global IP Natwork, NTT Comnmunications

Copyright © NTT Communications Corporation. All rights reserved.

._ Mar 28 2019 47 mins n e n ]

Capacity Webinars

* This webinar is hosted by a third party calied Bright TALK

Door Number 3 — The Layered Approach

= Combine the two basic approaches

= Use filters to block applications you do
not use
» Common attack vectors likes SSDP and
chargen :
= Use NTT Com's Selective Blackhole to "“I -
drop traffic from regions you do not wish - ¥/ i
to receive traffic
. eaUKbasedcompenymatmyselIs
NPB tom ) ,

T s aern

1 o) 203 4rsr

Rate this Detalis

FREE WEBINAR: Best Practices for Protection Against DDoS
Attacks

Darran Grabowskl, Network Securlty Team Manager, Global IP Natwork, NTT Comnmunications

._ Mar 28 2019 47 mins n e n ]

Visit Capacity Media: https://www.capacitymedia.com/community/webinars
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Providing DDoS Protection Service (DPS)

- Mitigation and Clean Traffic Delivery

After a mitigation is initiated, all
traffic (legitimate and malicious)
destined to the attacked IP
address is diverted (rerouted) to
the NTT mitigation platform
closest to the attack source

Malicious traffic is
identified and
discarded by the

mitigation platform ? _____

NTT Internal GRE tunnel

Copyright © NTT Communications Corporation. All rights reserved.

The Internet

Mitigation Devices

Standard Delivery Option
Zero Touch Configuration

R
. NTT Communications

Global IP
Network

Legitimate (“clean”) traffic is forwarded from the
mitigation platform to the customer’s IP port over
an internal GRE tunnel (using VRF)

No customer configuration required



DPS line-up

« A DDoS Protection Solution for Every Customer

Access to |On-Request |[Response |Self-Initiated |DDoS DDoS
Mitigation Time SLA |[Mitigation Detection | Auto-Mitigation
DPS Control - ¥ . - - -

DPS Core I -+ o I = = =

DPS Detect - =+ -+ ol + + =

Copyright © NTT Communications Corporation. All rights reserved.
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DPS Portal
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DPS Portal

Stan Miigation
Cumomer AGczaras Name: *
Centacta Praforrod Contact Method: *
Mitigaton Fepens Email: *
Dntoection Faports
Phone: *
Corfig Changs
Attack information: *

-= Chooes & prwlersid contct mathod —

fsource, destination, pvotocol elc)

Copyright © NTT Communications Corporation. All rights reserved.
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Our Challenges

Utilize as a part in total solution

32



Thailand case: Digi-path Internet Premier

« A dedicated Internet Access Service with valuable services in Thailand
« Now covers Phnom Penh (Cambodia), Yangon and Mandalay (Myanmar)

Value Added Service Feature

High Available
Infrastructure

Internet Backbone

Mail/Web Hosting
Domain Resister etc.

Redundancy

2 Reliable Operation

Digi-path Internet
5 3 Value Added
Service

24 Hour / 365 Days

D D D Monitoring & Operation
=— e &4

Yangon City Customer Site 4 .......

NTT Communications

4 Customer Portal

Copyright © NTT Communications Corporation. All rights reserved. CUStomer Portal 33



Other challenge

« Still conceptual and early phase of development
« Customer data asset shift to cloud
« Towards more flexible end-to-end data management

Copyright © NTT Communications Corporation. All rights reserved.
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Market Change surrounding Clotd

Today(Hybrid) Future

Elu
B @3 Big Data 5 10T N Private ) Public
N e P19 e—L] IaaS/SaaS IaaS/SaaS
Cloud =
UCaaS @ ID Federation ﬁ Security

Access Control BW Control Central Control Data Transfer

Traditional

ey
uﬁféﬁ
\|

Data Center

V_PN‘ p’l‘O;lidEd- by In;r]riet
Te leCom
Service Proy

L 4

-

- . = -
HQ Branch

Mobile Access
Network
]

10 | (I)E

NW and Datain Customer sites

)

>

NW and Data now in Cloud




Upcoming Service: Flexible Inter Connection

« Enables xSP and Enterprises to connect everything flexibly via our portal/API

* Forinternet connectivity, IP backbone service to be involved with "evolution®
i

Data Analyzing

Core | | dws | BEEE wa | e
Managed
Network = ~Jes
T Ul
3 - 90
(_3‘ —
nterCdanec |N= center (:D)-
Edge N \ e 0 API
7 /HLRﬂﬂ SDNS ﬂe— Q
Access L M 3"?>JL Fixed J o
User 1 i <‘connect CILE) PR NI
SN Gl wl gl

xSP 5 Enterprise


https://www.google.co.jp/url?sa=i&rct=j&q=&esrc=s&source=imgres&cd=&cad=rja&uact=8&ved=2ahUKEwjx3f6l07PaAhUJjLwKHR1cDkAQjRx6BAgAEAU&url=https://www.digitalrealty.com/services/cloud-connectivity/google-cloud-interconnect/&psig=AOvVaw10SlMG19hbwES4Bvdou7fD&ust=1523585193326168

Summary:

Our IP traffic trend

Constantly increasing, but connectivity cannot be the only value

Our Challenges

IP transit + Anti-DDoS

Utilize as a part in total solution (need some evolution)

37



Transform. Transcend. ¢

Trusted partner of customers | P
to achieve digital transformation together

VDVIUAEU
Thank you

HYNESTETVELT

‘ N'T T Communications L / r

Transform. Transcend. ’




