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What is Mikrotik RouterOS?

Price : $24.95
L3 Throughput : 394.7Mbps
WIFI : Yes
Interface : Fast Ethernet (100Mbps)

Price : $2,795
L3 Throughput : 69,336Mbps
Interface : SFP28 (25Gbps)

QSFP28 (100Gbps)

UP TO



What is Mikrotik RouterOS?

Cloud Hosted
Router

(Virtual Machine) 

+



• How Mikrotik RouterOS Work
• As Switch
• As Access Point / WIFI Repeater / Extender / WISP Mode
• As Router
• As Multi-WAN Router
• As Local ISP Device

• Mikrotik as a Business Gateway

What is Mikrotik RouterOS?
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Swiss Army Knives

What is Mikrotik RouterOS?



How Mikrotik Work - Components
PHYSICAL INTERFACE VIRTUAL INTERFACE SERVICE / CONDITION & ACTION

Ether1 Ether2 Ether3

WLAN1
2.4GHz

WLAN
5GHz

Bridge (Switch) DHCP Server

DHCP Client

Firewall NATPPPoE Client

Hotspot

STP/RSTP/MSTP Route Condition

VLAN Ethernet over IP
(EOIP)

Open VPN ZeroTierSFP+

WLAN
60GHz

SFP28 QSFP28



How Mikrotik Work - Switch
PHYSICAL INTERFACE VIRTUAL INTERFACE SERVICE / CONDITION & ACTION

Ether1 Ether2 Ether3

WLAN1
2.4GHz

WLAN
5GHz

Bridge (Switch) DHCP Server

DHCP Client

Firewall NATPPPoE Client

Hotspot

STP/RSTP/MSTP Route Condition

VLAN Ethernet over IP
(EOIP)

Open VPN ZeroTierSFP+

WLAN
60GHz

SFP28 QSFP28

Ether1 Ether2 Ether3

Bridge (Switch)

STP/RSTP/MSTP SWITCH



How Mikrotik Work - Access Point
PHYSICAL INTERFACE VIRTUAL INTERFACE SERVICE / CONDITION & ACTION

Ether1 Ether2 Ether3

WLAN1
2.4GHz

WLAN
5GHz

Bridge (Switch) DHCP Server

DHCP Client

Firewall NATPPPoE Client

Hotspot

STP/RSTP/MSTP Route Condition

VLAN Ethernet over IP
(EOIP)

Open VPN ZeroTierSFP+

WLAN
60GHz

SFP28 QSFP28

Ether1

Bridge (Switch)

WLAN1
Access Point 

Mode

Access Point



How Mikrotik Work – Sing band WIFI Repeater

Bridge (Switch)

WLAN1
Client 
Mode

Virtual 
WLAN1

Access Point 
Mode

Single Band
WIFI Repeater

PHYSICAL INTERFACE VIRTUAL INTERFACE SERVICE / CONDITION & ACTION

Ether1 Ether2 Ether3

WLAN1
2.4GHz

WLAN
5GHz

Bridge (Switch) DHCP Server

DHCP Client

Firewall NATPPPoE Client

Hotspot

STP/RSTP/MSTP Route Condition

VLAN Ethernet over IP
(EOIP)

Open VPN ZeroTierSFP+

WLAN
60GHz

SFP28 QSFP28



How Mikrotik Work – Dual Band WIFI Extender

Bridge (Switch)

WLAN1
Client 
Mode

WLAN2
Access Point 

Mode

Dual band
WIFI Extender

PHYSICAL INTERFACE VIRTUAL INTERFACE SERVICE / CONDITION & ACTION

Ether1 Ether2 Ether3

WLAN1
2.4GHz

WLAN
5GHz

Bridge (Switch) DHCP Server

DHCP Client

Firewall NATPPPoE Client

Hotspot

STP/RSTP/MSTP Route Condition

VLAN Ethernet over IP
(EOIP)

Open VPN ZeroTierSFP+

WLAN
60GHz

SFP28 QSFP28



How Mikrotik Work – WISP Mode Access Point

Bridge (Switch)

WLAN1
Client 
Mode

WLAN2
Access Point 

Mode

WISP Mode
Access Point

DHCP Client

Firewall NAT

STP/RSTP/MSTPDHCP Server

Ether1

PHYSICAL INTERFACE VIRTUAL INTERFACE SERVICE / CONDITION & ACTION

Ether1 Ether2 Ether3

WLAN1
2.4GHz

WLAN
5GHz

Bridge (Switch) DHCP Server

DHCP Client

Firewall NATPPPoE Client

Hotspot

STP/RSTP/MSTP Route Condition

VLAN Ethernet over IP
(EOIP)

Open VPN ZeroTierSFP+

WLAN
60GHz

SFP28 QSFP28



How Mikrotik Work - Router
PHYSICAL INTERFACE VIRTUAL INTERFACE SERVICE / CONDITION & ACTION

Ether1 Ether2 Ether3

WLAN1 WLAN2

Bridge (Switch) DHCP Server

DHCP Client

Firewall NATPPPoE Client

Hotspot

Ether1
Ether2 Ether3

Bridge (Switch)

STP/RSTP/MSTP

ROUTER

PPPoE Client

Firewall NAT

DHCP Server

WLAN1
Access Point 

Mode

802.1x

QOS
Bandwidth Shaper

Guarantee & Priority



How Mikrotik Work - Hotspot
PHYSICAL INTERFACE VIRTUAL INTERFACE SERVICE / CONDITION & ACTION

Ether1 Ether2 Ether3

WLAN1 WLAN2

Bridge (Switch) DHCP Server

DHCP Client

Firewall NATPPPoE Client

Hotspot

Ether1

Ether2 Ether3

Bridge (Switch)

STP/RSTP/MSTP

Hotspot

PPPoE Client

Firewall NAT

DHCP Server

WLAN1
Access Point 

Mode

Hotspot
As Gateway 

Authentication



How Mikrotik Work – Layer 2 VPN
PHYSICAL INTERFACE VIRTUAL INTERFACE SERVICE / CONDITION & ACTION

Ether1 Ether2 Ether3

WLAN1 WLAN2

Bridge (Switch) DHCP Server

DHCP Client

Firewall NATPPPoE Client

Hotspot

Ether1

Ether2 Ether3

Bridge (Switch)

STP/RSTP/MSTP

Layer2  VPN

PPPoE Client

Firewall NAT

DHCP Server

EOIP
Ethernet 
Over IP

Ether1

Ether2

Ether3

Bridge (Switch)

STP/RSTP/MSTP PPPoE Client

Firewall NAT

DHCP Server

EOIP
Ethernet 
Over IP

Bridge (Switch)
INTERNET



How Mikrotik Work – Multi WAN Router
PHYSICAL INTERFACE VIRTUAL INTERFACE SERVICE / CONDITION & ACTION

Ether1 Ether2 Ether3

WLAN1 WLAN2

Bridge (Switch) DHCP Server

DHCP Client

Firewall NATPPPoE Client

Hotspot

Ether2

Ether2 Ether3

Bridge (Switch)

STP/RSTP/MSTP ROUTER 
Multi-WANPPPoE Client

Firewall NAT DHCP Server

WLAN1
Access Point 

ModeEther1

DHCP Client

Firewall NAT

Route Condition 
/ QOS Condition



How Mikrotik Work – Over 100 Route Condition



How Mikrotik Work – Everywhere in workflow



How Mikrotik Work – Same IP VPN
PHYSICAL INTERFACE VIRTUAL INTERFACE SERVICE / CONDITION & ACTION

Ether1 Ether2 Ether3

WLAN1 WLAN2

Bridge (Switch) DHCP Server

DHCP Client

Firewall NATPPPoE Client

Hotspot

192.168.1.0/24

192.168.100.0/24

192.168.1.0/24

192.168.102.0/24

192.168.1.0/24

192.168.101.0/24

192.168.1.0/24

192.168.103.0/24



How Mikrotik Work – Flexible by Variable



How Mikrotik Work - Components

PHYSICAL INTERFACE VIRTUAL INTERFACE

SERVICE / CONDITION & ACTION

Ethernet SFP+ QSFP+

WLAN
2.4/5GHz

LTE

Bridge (Switch)

DHCP 
Server/Client

Logs

Firewall NAT

PPPoE Client

Hotspot

STP/RSTP/MSTP Route Condition

VLAN Ethernet over IP
(EOIP)

Open VPN ZeroTier

SERIALGPS

SFP28 QSFP28

QOS BGP OSPF RIP

WireGuard

VXLAN

VRRP

Layer 3 Switch

PPPoE Server

WIFI Mesh

USB

WLAN
60GHz

PoE

RADIUS MPLS VPLS Traffic Eng.

AP Controller IPv4 IPv6 UPS

Monitoring
(SNMP)

Traffic 
Generator

NTP 
Client/Server



How Mikrotik Work – More

• เพิ่มศกัยภาพ
• ตัดสินใจอยา่ง Dynamic
• ช่วยในการ Config ในจํานวนมากๆ เช่น port ของ

Switch / VLAN
• ฯลฯ

• Billing
• External Authentication (Social Check-in)
• ฯลฯ



Small Business with less than 100 Users



Fortigate Application Control + DNS Filter



Mikrotik + Raspberry Pi + Adguard + Blocklist

DNS Query

Allow-List

Block-List

DNS Reply

Reply as 0.0.0.0



Manual DNS Blocklist



Adguard Blocked Service



Mikrotik + Raspberry Pi + Adguard + Blocklist



Mikrotik + Raspberry Pi + Adguard + Blocklist



Safe Search ??



Still Need to Manual Monitor!!!



Fortigate SSL-VPN for Remote Access



Mikrotik for Remote Access

• Multiple VPN Technology Support (PPTP / L2TP with IPSec / SSTP / 
OpenVPN / IPSec IKEv2 / Wireguard / Zerotier

• Port Forwarding



Problem with Port Forwarding

• Require Public IP Address
• WAN IP Address can be exposed for attack
• Remoted Host can be attacked (RDP , VNC , SSH)



Secure Access with Cloudflare tunnel



Advantage of Using Cloudflare Tunnel

No Public IP Required



Advantage of Using Cloudflare Tunnel

Free SSL/TLS for your domain



Advantage of Using Cloudflare Tunnel

Additional Login Method



Advantage of Using Cloudflare Tunnel

More with Cloudflare Zero Trust







Raspberry Pi + Cloudflare Tunnel + Guacamole = SSL-VPN



Network Access Control (NAC)



Mikrotik RouterOS7 – User Manager



User Manager - Features

• PAP, CHAP, MS-CHAP, MS-CHAPv2, EAP-TLS, 
EAP-TTLS and EAP-PEAP Support for 
Authentication

• Each user can see their account statistics and 
manage available profiles using WEB interface.

• Support Paypal Payment Gateway
• Support additional attributes if necessary



Mikrotik RouterOS7 – User Manager



Mikrotik RouterOS7 – dot1x



Mikrotik RouterOS7 – hotspot



User Manager + dot1x + Hotspot = NAC



But do remember .. Mikrotik is not UTM Anyway...



Question ?

This Photo by Unknown author is licensed under CC BY.
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