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What 1s Mikrotik

UPTO
Price : $24.95
L3 Throughput : 394.7Mbps
WIFI : Yes

Interface : Fast Ethernet (100Mbps)

Router0OS?
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- MirroTik

s e - N
Price : $2,795

L3 Throughput : 69,336Mbps
Interface : SFP28 (25Gbps)
QSFP28 (100Gbps)



What 1s Mikrotik RouterOS?
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What 1s Mikrotik RouterOS?

 How Mikrotik RouterOS Work
* As Switch
 As Access Point / WIFI Repeater / Extender / WISP Mode
* As Router
* As Multi-WAN Router
* As Local ISP Device

» Mikrotik as a Business Gateway



What 1s Mikrotik RouterOS?

) MIKroTik
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How Mikrotik Work - Components

PHYSICAL INTERFACE

‘ Etherl H Ether2 H Ether3 ‘

WLANI1 WLAN WLAN
2.4GHz 5GHz 60GHz

‘ SFP+ H SFP28 H QSFP28 ‘

VIRTUAL INTERFACE

‘ Bridge (Switch) H PPPoE Client ‘

‘ VLAN ‘ ‘ Ethernet over IP ‘

(EOIP)

‘ Open VPN ‘ ‘ ZeroTier ‘

SERVICE / CONDITION & ACTION

‘ DHCP Server H Firewall NAT ‘

‘ DHCP Client H Hotspot ‘

‘ STP/RSTP/MSTP Route Condition




How Mikrotik Work - Switch

PHYSICAL INTERFACE

‘ Etherl H Ether2 H Ether3 ‘

WLANI1 WLAN WLAN
2.4GHz 5GHz 60GHz

‘ SFP+ H SFP28 H QSFP28 ‘

VIRTUAL INTERFACE

‘ Bridge (Switch) H PPPoE Client ‘

‘ VLAN ‘ ‘ Ethernet over IP ‘
(EOIP)

‘ Open VPN ‘ ‘ ZeroTier ‘

SERVICE / CONDITION & ACTION

‘ DHCP Server H Firewall NAT ‘

‘ DHCP Client H Hotspot ‘

‘ STP/RSTP/MSTP Route Condition

‘ Ether2 ‘

Bridge (Switch)

AN

‘ STP/RSTP/MSTP ‘




How Mikrotik Work - Access Point

PHYSICAL INTERFACE

‘ Etherl H Ether2 H Ether3 ‘

WLANI1 WLAN WLAN
2.4GHz 5GHz 60GHz

‘ SFP+ H SFP28 H QSFP28 ‘

VIRTUAL INTERFACE

‘ Bridge (Switch) H PPPoE Client ‘

‘ VLAN ‘ ‘ Ethernet over IP ‘
(EOIP)

‘ Open VPN ‘ ‘ ZeroTier ‘

SERVICE / CONDITION & ACTION

‘ DHCP Server H Firewall NAT ‘

‘ DHCP Client H Hotspot ‘

‘ STP/RSTP/MSTP Route Condition

WLANI

Mode

Access Point

Etherl

Bridge (Switch)




How Mikrotik Work — Sing band WIFI Repeater

PHYSICAL INTERFACE

‘ Etherl H Ether2 H Ether3 ‘

WLANI1 WLAN WLAN
2.4GHz 5GHz 60GHz

‘ SFP+ H SFP28 H QSFP28 ‘

WLAN!T
Client
Mode

VIRTUAL INTERFACE

‘ Bridge (Switch) H PPPoE Client ‘

‘ VLAN ‘ ‘ Ethernet over IP ‘

(EOIP)

‘ Open VPN ‘ ‘ ZeroTier ‘

SERVICE / CONDITION & ACTION

‘ DHCP Server H Firewall NAT ‘

‘ DHCP Client H Hotspot ‘

‘ STP/RSTP/MSTP Route Condition

Virtual
WLANI1
Access Point
Mode

Bridge (Switch)




How Mikrotik Work — Dual Band WIFI Extender

PHYSICAL INTERFACE

‘ Etherl H Ether2 H Ether3 ‘

WLANI1 WLAN WLAN
2.4GHz 5GHz 60GHz

‘ SFP+ H SFP28 H QSFP28 ‘

WLAN!I1
Client
Mode

VIRTUAL INTERFACE

‘ Bridge (Switch) H PPPoE Client ‘

‘ VLAN ‘ ‘ Ethernet over IP ‘

(EOIP)

‘ Open VPN ‘ ‘ ZeroTier ‘

SERVICE / CONDITION & ACTION

‘ DHCP Server H Firewall NAT ‘

‘ DHCP Client H Hotspot ‘

‘ STP/RSTP/MSTP Route Condition

WLAN2
Access Point
Mode

Bridge (Switch)




How Mikrotik Work — WISP Mode Access Point

PHYSICAL INTERFACE
H Ether3 ‘

H QSFP28 ‘

‘ Etherl H Ether2

‘ SFP+ H SFP28

WLAN

2.4GHz 5GHz

WLANI1
60GHz

WLAN ‘

VIRTUAL INTERFACE

‘ Bridge (Switch) H PPPoE Client ‘

‘ VLAN
(EOIP)

Ethernet over IP ‘

‘ Open VPN ‘ ‘ ZeroTier ‘

SERVICE / CONDITION & ACTION

‘ DHCP Server H Firewall NAT ‘

‘ DHCP Client H Hotspot ‘

‘ STP/RSTP/MSTP Route Condition

WLANZ2
Access Point

WLANT |
Client
Mode I

Firewall NAT

Mode

‘ DHCP Client

Bridge (Switch)

DHCP Server ‘ STP/RSTP/MSTP ‘




How Mikrotik Work - Router

‘ Etherl H Ether2 H Ether3 ‘ ‘Bridge (Switch) H PPPoE Client ‘ ‘ DHCP Server H Firewall NAT ‘

‘ WLANI H WLAN2 ‘ ‘ DHCP Client H Hotspot ‘

‘ 802.1x

‘ Ether2 ‘ WLANI

Etherl )
‘ Access Point

Firewall NAT

PPPoE Client Bridge (Switch)
QOS

Bandwidth Shaper
Guarantee & Priority

Mode

DHCP Server ‘ STP/RSTP/MSTP ‘




How Mikrotik Work - Hotspot

‘ Etherl H Ether2 H Ether3 ‘ ‘Bridge (Switch) H PPPoE Client ‘ ‘ DHCP Server H Firewall NAT ‘

‘ WLANI H WLAN2 ‘ ‘ DHCP Client H Hotspot ‘

Hotspot ‘ LA ‘ WLANI

As Gateway Access Point
Firewall NAT I/ Authentication Mode

Bridge (Switch)

PPPoE Client

DHCP Server ‘ STP/RSTP/MSTP ‘




How Mikrotik Work — Layer 2 VPN

‘ Etherl H Ether2 H Ether3 ‘ ‘Bridge (Switch) H PPPoE Client ‘ ‘ DHCP Server H Firewall NAT ‘

‘ WLANI H WLAN2 ‘ ‘ DHCP Client H Hotspot ‘

EOIP

EOIP Ethernet
Ethernet Over IP
Over IP

Ether3

‘ Ether1 H Firewall NAT Bridge (Switch)

INTERNET \
\| PPPoOE Client ‘ DHCP Server STP/RSTP/MSTP

‘ Ether2 \ Bridge (Switch)

‘ Bridge (Switch) Firewall NAT

STP/RSTP/MSTP ‘ DHCP Server PPPoE Client




How Mikrotik Work — Multi WAN Router

‘ Etherl H Ether2 H Ether3 ‘ ‘Bridge (Switch) H PPPoE Client ‘ ‘ DHCP Server H Firewall NAT ‘

‘ WLANI H WLAN2 ‘ ‘ DHCP Client H Hotspot ‘

DHCP Client
ien ‘ Ether2 ‘ Ether3 WLANT
Firewall NAT Access Point

Mode

Route Condition
/ QOS Condition

| Bridge (Switch)

Ether2

Firewall NAT DHCP Server ‘ STP/RSTP/MSTP ‘

PPPoE Client




How Mikrotik Work — Over 100 Route Condition

Mew Mangle Rule

General | Advanced BExra

Action

Chain: ||\

Src. Address:
Dst. Address:

Protocal:
Src. Port:
Dist. Port:
Ary. Port:
In. Interface;

Out. Interface:

In. Interface List:
Out. Interface List:

Packet Mark:
Connection Mark:
Routing Mari;
Routing Table:

Connection Type:
Connection State:
Connection NAT State:

Statistics

Mew Mangle Rule
General Advanced | Bdra

Src. Address List: |

Dst. Address List:
Layer7 Protocal:

Content:

Connection Bytes:
Connection Rate:

Per Connection Classifier:

Src. MAC Address:

Out. Bridge Port:
In. Bridge Port:

In. Bridge Port List:
Out. Bridge Port List:

IPsec Policy:

TLS Host:

Ingress Priority:
Pricirity-

DSCP (TOS):
TCP M55:
Packet Size:
Random:

TCP Rags:
ICMP Options:
IPw4 Options:
TL:

(=]
=

Cancel

ply

&

Disable
Comment
Copy
Remove
Reset Counters

Reset All Counters

MNew Mangle Rule

General Advanced BEdra | Action

Statistics

Mth: [

¥ - Connection Limit
Src. Address Type:
Dst. Address Type:
Haotspaot:
IP Fragment:
Limit
Dst. Limit
Time
PSD

Mew Traffic Monitor

Mame
Interface

Traffic

Threshold

Trigger:

: |tman1

(=]
-

Cancel
phy
Disable
Comment
Copy

Remave

Reset Counters

Reset Al Counters

:

: |transmitted
above

ST

¥

hits./s

On Event:

[=]
0K

Cancel

Apply

Dizable

Comment

enabled

Copy

Remove




How Mikrotik Work — Everywhere in workflow

LOGICAL DECAPSULATION
INJINTERFACE [TE, VPLE. VLAM, TUNNEL]

MPLE TRAFFICT
(TAG PRESENTT)

PHYSICAL
INANTERFACE

FORWARD

HOTSPOT-IN

HTB GLDBAL SIMPLE
[QUEUE TREE) QUEUES

HTB GLOBAL
{QUELE TREE)




How Mikrotik Work — Same IP VPN

‘ Etherl H Ether2 H Ether3 ‘ ‘Bridge (Switch) H PPPoE Client ‘ ‘ DHCP Server H Firewall NAT ‘

‘ WLANI H WLAN2 ‘ ‘ DHCP Client H Hotspot ‘

0) 1

‘ 192.168.1.0/24 192.168.1.0/24 ‘

‘ 192.168.1.0/24 192.168.1.0/24 ‘

2 3




How Mikrotik Work — Flexible by Variable

Firewall

Fiter Rules NAT Mangle Raw Service Pots Connections Address Lists | Layer7 Protocols

=T

New NAT Rule =] E3
Address m

192.168.28.0/24 ) e

172 16.1.0/24 General Advanced | BEdra Action Statistics DK
192168170724

Src. Address List: LAM ¥
Interface List LAM

Cancel

Apply

Inteface  Interface List | Bthemet EolP Tunnel  IP Tunr
oqF (=1 || | Lists

List Interface ) c
MATInterface Wan1 : opy

WANInterface WanT

Disable

Comment




How Mikrotik Work - Components

PHYSICAL INTERFACE VIRTUAL INTERFACE

‘ Ethernet ‘ SFP+ H QSFP+ “ USB ‘ ‘ Bridge (Switch) H PPPoE Client ‘ WireGuard “ Layer 3 Switch

‘ WLAN H LTE H GPS “ SERIAL ‘ ‘ VLAN HEthemet 24 'PH VXLAN “ PPPOE Server
2.4/5GHz (EQIP)

‘ ‘g’(‘)—Gﬁ'z“ H SFP28 H QSFP28 “ PoE ‘ ‘ Open VPN H ZeroTier H “ WIFI Mesh

SERVICE / CONDITION & ACTION

DHCP

. Monitoring
Server/Client ‘ Firewall NAT H QO0Ss H BGP H OSPF H RIP ‘ e,

‘ Logs ‘ ‘ Hotspot H RADIUS H MPLS ‘ ‘ VPLS H Traffic Eng. H Gc-err::?:tcor

Client/Server

‘ STP/RSTP/MSTP | | Route Condition AP Controller ‘ IPv4 H IPv6 H UPS H NTP




How Mikrotik Work — More

:local InterfaceName "wan_interface”
U

1 DDNSusername "ddnsusername”
:local DDNSpassword "ddnspassword” * LNUANYATIN

1 DDNShostname "host.dyndns.org” o G\ﬂﬁ‘lﬂf\]@fhﬂ Dynamic
# Looking j1unns Config Tusasuunne i port U9

:local Wal
1

1o tch / VLA

Billing
External Authentication (Social Check-in)

18
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Fortigate Application Control + DNS Filter

FortiGate 401E FGT

HA: Master  interim buildc

& root < & | [ © addFilter |
Favarites ) o o ) o o ) YT
Date/Time Source Destination Application Mame Action Application User Application Details Ex2aElE
@ Dashboard
s _ ) ) + | B General
e . . 2019/06/20 16:02:25 10.1.100.58 172.217.14.238 (sb-ssl.zoogle.com) o YouTube pass
NX Security Fabric Date 2019/06/20
- Fortiview 2019/06/20 16:02:25 10.1.100.58 172.217.14.238 (sb-ssl.google.com) o YouTube pass Time. ~ 16:02:12
- o N - . . Session ID 1871
o+ Network 2019/06/20 16:02:14 10.1.100.58 172.217.14.238 (sb-ssl.google.com) o YouTube pass Virtual Domain root
& System 2019/06/20 16:02:14 10.1.100.58 172.217.14.238 (sb-ssl.google.com) o YouTube pass & source
B policy & Objects 2019/06/20 16:02:12 10.1.100.58 209.52.146.236 (r1-—sn-uxa0n-t&grgooglevideo.com) @ YouTube VideoPlay & @ pass fsajenkins@gmail.com Video Play: Everlasting God (Chris Tomlin) P 10.1.100.58
By . . - - Source Port 39786
: 2019/06/ [02:12 5 209.52.146. ---sn-uxaln-tagr. ; .com) e, e0. ™ = 4
& Security Profiles 2019/06/20 16:02:12 10.1.100.58 209.52.146.236 (r1-—sn-uxaOn-t3gr.googlevideo.com) O YouTube_VideoPlay & @ pass Video Play Source Interface B To,Vian20 (port2)
O VPN 2019/06/20 16:02:12 10.1.100.58 209.52.146.236 (r1---sn-uxa0On-tGgr.googlevideo.com) @ YouTube pass User
& User & Device 2019/06/20 16:01:56 10.1.100.58 172.217.14.238 (sb-ssl.zoogle.com) o YouTube pass B Destination
& WAN Opt. & Cache 2019/06/20 16:01:56 10.1.100.58 172.217.14.235 (sb-ssl.google. com) @ YouTube pass :f . 532-52'146'236
or
=F WIFi & Switch Contraller 2019/06/20 16:01:54 10.1.100.58 209.52.146.236 (r1--—-sn-uxaOn-tSgr.googlevideo.com) o YouTube_VideoPlay & @ pass fsa jenkins@gmail com Video Play: Everlasting God (Chris Tomlin) Destination ] To_V12n30 (portl)
Interface -
il | og & Report 2019/06/20 16:01:54 10.1.100.58 209.52.146.236 (r1--—-sn-uxaOn-tSgr.googlevideo.com) O YouTube_VideoPlay & @ pass Video Play Hostname  ri---sn-uxaOn-t8gr.googlevideo.com
§ . . URL ri---sn-uxaln-
Forward Traffic 2019/06/ 201:5 5 2095 ---sn-uxain- ; com) e . -
2019/06/20 16:01:54 10.1.100.58 209.52.146.236 (r1-—sn-uxaOn-t3gr.googlevideo.com) o YouTub: pass tBer zooglevidea com/videoplayback?
Local Traffic 2019/06/20 16:01:50 10.1.100.58 172.217.14.238 (sb-ssl google.com) B YouTube pass EXP're=%5[6;§93219&e'=MMXC'A' IGb...
B APWSsxtiaisdX05IxMa-GFPPwWFRES-
Multicast Traffic 2019/06/20 16:01:50 10.1.100.58 172.217.14.238 (sb-ssl google com) @ YouTube pass rzXaDrzrs-
f o X X . ) o . . X X . yybjY&itag=251&s0urce=youtube&requi...
Sniffer Traffic 2019/06/20 16:01:48 10.1.100.58 209.52.146.236 (r1--—-sn-uxaOn-tSgr.googlevideo.com) o YouTube_VideoPlay & @ pass fsa jenkins@gmail com Video Play: Everlasting God (Chris Tomlin) uxa0n-t8grie2Can-
Evepts 2019/06/20 16:01:48 10.1.100.58 209.52.146.236 (r1-—sn-uxaOn-t3zr.zonglevidea.com) o YouTube VideoPlay & @ pass Video Play grosdn7zEms=aus2Conrémyv=mépl=2..
AntiVirus 2019/06/20 16:01:458 10.1.100.58 209.52.146.236 (r1-—sn-uxaOn-tBgr.googlevideo.com) o YouTube pass & Application Control
Web Filter s _ . . . p e - . . . L Sensor g-Clone of g-default
> o, / = -30 5 209 e LG = ; C = & ™y f e Sl O & r Je [{ S
2019/06/20 16:01:39 10.1.100.58 209.52.146.236 (r1---sn-uxaOn-t&gr.googlevideo.com) O YouTube_VideoPlay & @ pass sa.jenkins@gmail.com Video Play: Everlasting God (Chris Tomlin) Application Name @ YouTube Videa Play & @
DRSO 201%/06/20 16:01:39 10.1.100.53 209.52.146.236 (r1---sn-uxaOn-t3gr.zooglevideo.com) o YouTube_ VideoPlay & @ pass Video Play (=] 38369
S Category B video/tudio
Web lication Firewall e . ; 5
ApP 2019/06/20 16:01:39 10.1.100.58 209.52.146.236 (r1--—-sn-uxaOn-tSgr.googlevideo.com) o YouTube pass i ™ i}
Application Control e i :
2019/06/20 16:01:34 10.1.100.58 172.217.3.206 (musicyoutube.com) o YouTube pass HTTES
Intrusion Prevention o ) - - ienkins@amail
2019/06/20 16:01:34 10.1.100.58 172.217.3.206 (musicyoutube.com) o YouTube pass Application User  fsajenkins@gmail.com
Anomaly Cloud Action others
2019/06/20 16:01:34 10.1.100.58 172.217.3.206 (musicyoutube.com) 4 HTTPS.BROWSER pass Message Wideo/Audio: YouTube_Video.Play,
Anti-Spam
2019/06/20 16:01:26 10.1.100.58 162.125.1.1 (www.dropbox.com) % Dropbox pass B Dpata
Data Leak Prevention
2019/06/20 16:01:26 10.1.100.58 172.217.3.206 (musicyoutube.com) o YouTube pass File Mame Everlasting God (Chris Tomlin)
VolP FileSize 527439
N 2019/06/20 16:01:26 10.1.100.58 172217 3206 (musicyoutube.com) B YouTube pass
FortiGate Cloud Reparts B Action
. 2019/06/20 16:01:26 10.1.100.58 172.217.3.206 (musicyoutube com) 4 HTTPS.BROWSER pass .
Log Settings Action pass
i 2019/06/20 16:01:25 10.1.100.90 208.91.114.149 (cbbs 2 fortiguard.com) A S5L_SSLV3E pass S5Lv3 Policy 2
Threat Weight
Email Alert Settings 2019/06/20 16:01:25 10.1.100.90 208.91.114.149 (cbbs 2 fortiguard.com) 5 SSL pass B security
€ Monitor 2019/06/20 16:01:25 10.1.100.90 208.91.114.149 (chbs 2 fortiguard.com) # HTTPSEBROWSER pass Level EEEEEEE
2019/06/20 16:01:23 10.1.100.58 209.52.146.236 (r1---sn-uxaOn-t&gr.googlevideo.com) O YouTube_VideoPlay & @ pass fsa jenkins@gmail com Video Play: Everlasting God (Chris Tomlin) B cellular
2019/06/20 16:01:23 10.1.100.58 209.52.146.236 (r1---sn-uxaOn-t8gr.googlevidea.com) B YouTube Video Play & @ pass Video Play Service HTTPS
Q 2019/06/20 16:01:23 10.1.100.58 209.52.146.236 (r1---sn-uxaOn-t3gr.zooglevideo.com) o YouTube pass v | @ Other




Mikrotik + Raspberry Pi + Adguard + Blocklist

DNS Reply Allow-List

NVZANZAN e i e | 77\ AN ZANZANZANNZAN AN AN AN A D G UA R D
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O

Reply as 0.0.0.0

Block-List



Manual DNS Blocklist

DNS blocklists
AdGuard Home will block domains matching the blocklists.
Enabled Mame List URL Rules count Last time updated Actions
v AdGuard DNS filter https://adguardteam.github.io/Ad... 45854 May 21, 2022, 21:46 :
v AdAway Default Blocklist https:/fadaway.org/hosts.txt 7,040 May 21, 2022, 21:46 :
v Dan Pollock's List https://someonewhocares.org/ho... 10,379 May 21, 2022, 21:46 :
v Game Console Adblock List https:/fraw.githubusercontent.co... 11 May 21, 2022, 21:46 :
~ Perflyst and Dandelion Sprout's ... https://raw.githubusercontent.co... 154 May 21, 2022, 21:46 :
v OISD Blocklist Basic https:/fabp.oisd.nl/basic/ 55,971 May 21, 2022, 21:46 :
v Peter Lowe's List https://pgl.yoyo.orgfadservers/se... 3,672 May 21, 2022, 21:46 @




Adguard Blocked Service

Blocked services

Allows to quickly block popular sites and services.
Block all Unblock all
9 9GAG a Amazon 4 CloudFlare
D Dailymotion & Discord @ Disney+
cbay EBay B Epic Games €@ Facebook
hule Hulu I Imgur O] Instagram

@ Mail.ru N Netflix e OK.ru

© Origin @ Pinterest S Qq



Mikrotik + Raspberry Pi + Adguard + Blocklist

vy Block domains using filters and hosts files

= 8 Al 8s || RT=" B CE N

Filters update interval

24 hours

o Use AdGuard browsing security web service

privacy-friendly API as the broy

v Use Safe Search

’ ¥
IEINE]D |.-.. Fia |.....|.......- I | 1 fafes 1 BN



TikTok

W Twitter

@' VE.com

Mikrotik + Raspberry Pi + Adguard + Blocklist

Q914Q12‘I
09:40:21
Q9140121
09:40:21
Q934Q321
09:40:21
Q9140121
09:40:20
Q914Q126

09:40:20

?ush—.rtmp.—l’!—gc pO1.tiktokcdn.com
_0JI\—hIs.—fN—_qcp.m.tiktok-:dn.con‘:
Qal\—mngf—ﬂ@—m 01.tiktokedn.com
gql\—fb—ttO‘I.f.cd.r‘.us.‘.iktak'-.*.com
?uI\—h.Is—f'::’.d—.s_qO1‘tiktoka:dn.com
pJI\—IIs—.I 11-sg01.tiktokcdn.com
r?ql\—'-.f-.-b—_r;cpl?)'l.tiktok-:dn.com
!'T‘I.J|\—f|‘.u'—.|.‘|—.US.O']it-iktDdeI‘ com
?uI\—aj6—tt'f;"i._fcdn.Js.tiktokv.c om

pull-f5-gcp01.tiktokcdn.com

Blocked service
Elc.ckcd service
Blocked service
E.E!c;ckcd service
Blocked service
.Blo.ckcd service
Blocked service
I:?!c;ckcd service
Blocked service

Blocked service




Safe Search ?7

0

Blocked malware/phishing Blocked adult websites

B

This site can't be reached

The webpage at https:/fpornhub.com/ might be temporarily down or it may have
moved permanently to a new web address.

ERR_CERT_COMMON_NAME_INVALID



Still Need to Manual Monitor!!!
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Fortigate SSL-VPN for Remote Access

D Fort 1
 on 192 IﬁEJ.ﬂ?q /124

WAN I

e _
= FortiClient 172.20.120.123 I E—E
Remote user I | ‘

SSL FFN
LF»:;!J'*"J':rGatnsaJI

Internal Network

Web Portal
Remote user



Mikrotik for Remote Access

e Multiple VPN Technology Support (PPTP / L2TP with IPSec / SSTP /
OpenVPN / IPSec IKEv2 / Wireguard / Zerotier
* Port Forwarding

B © raut
l li =gl 7
3 —
Bl @ run MikroTik
RESET Use

CCR2004-16G-25+



Problem with Port Forwarding

* Require Public IP Address
 WAN |P Address can be exposed for attack
 Remoted Host can be attacked (RDP, VNC, SSH)

fe 1\ © raur
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Secure Access with Cloudflare tunnel

Cloudflare
Network

server.company.com Cloudflare Tunnel .
v File Server
/ | —
% - ) r i: | -] -..r S -] -
> N | J " & "
AW Switch —
User Mikrotik Windows Server
™,
. »
E —
Web Server

Raspberry Pi with Cloudflare Tunnel



Advantage of Using Cloudflare Tunnel

No Public IP Required

O
(= -}

User Device

Web Browser

N

HTTPS

W

Cloudflare
Edge

N

N

Cloudflare
Tunnel

rd

Data Center or Public
Cloud Environment

Issue Tracking

Intranet Site

‘cloudflared”

Internal EDP Tool

LN\

CI/CD Pipeline

. J
Y

Services available any IP,
including RFC 1918




Advantage of Using Cloudflare Tunnel

Free SSL/TLS for your domain

CLOUDFLARE

HTTP | > |




Advantage of Using Cloudflare Tunnel

Additional Login Method

Include
Cloudflare

’ Acce sSS Selector Value

Select... v Select criteria for your rule

Emails

Cloudriareaccess.can

nas’

Emails ending in

| External Evaluation

Geta Iogin code emailed to you 1 to enforce a set of predefined rules.

IP ranges

Country

Email
Everyone

example@email.com

Rule type
Common name P

Send me a code Valid Certificate LT Include

Service Token

Any Access Service Token

P Login Methods
% Cloudflare Zero Trust



Advantage of Using Cloudflare Tunnel

More with Cloudflare Zero Trust

Cloudflare Zero Trust

& Home
Analytics
# Analytics a Gateway @ All locations M @ Last hour v
Access
ki @ Requests
=t Gateway -
B Aoieas = Allowed
3k
&2 My Team b
E Logs -
Blocked
% settings

0




@ Guacamole 0.9.4 4 % \D
< > & (& reeos/ I -

RECENT CONNECTIONS

S

APACHE GUACAMOLE Linux Desktop Windows Desktop

Username

Password

ALL CONNECTIONS

Linux Desktop
Linux Terminal

] Windows Desktop




HTMLS

Web Browser °

Guacamole Server




Raspberry Pi + Cloudflare Tunnel + Guacamole = SSL-VPN

Cloudflare
Network

server.company.com Cloudflare Tunnel ,
v File Server
/ | e
i > < ( ' el o ] .
> * L J L J
S\ Switch —
User Mikrotik Windows Server
.,
Y »
— L
Web Server

Raspberry Pi with Cloudflare Tunnel
Guacamole Server



Network Access Control (NAC)
FortiNAC Use Cases

Branch have grown in complexity with more devices, including headless loT devices, getting connected to the network-without a corresponding increase in staff.
To maintain visibility, control, and responsiveness in Branch Offices, FortiNAC is part of the Fortinet's Secure SD-Branch Solution. Learn more here.

[El

Management Identity AlSecOps Orchestration Al NetOps
& Analytics

Zero Trust
Access

©)

©)

Switch . @ “
) %é" "

5G



Sessions ‘Rl:nuters Users  User Groups  Profiles | User Profiles | Limitations | Profile Limitations  Attributes | Payment

Mikrotik RouterOS7 — User Manager

Calling Station ID

User Address

Started

|Ended

Terminate Ca

o (Lptime

2C-16-DB-A3-1B-FC
2C-16-DR-A3-1B-FC
2C-16-DR-43-1B-FC
2C-16-DB-A3-1B-FC
2C-16-DR-A3-1B-FC
2C-16-DR-43-1B-FC
2C-16-DB-A3-1B-FC
2C-16-DR-A3-1B-FC
2C-16-DR-43-1B-FC
2C-16-DB-A3-1B-FC
2C-16-DR-A3-1B-FC
2C-16-DR-43-1B-FC
2C-16-DB-A3-1B-FC
2C-16-DR-A3-1B-FC
2C-16-DR-43-1B-FC
2C-16-DB-A3-1B-FC
2C-16-DR-A3-1B-FC
2C-16-DR-43-1B-FC
2C-16-DB-A3-1B-FC
2C-16-DR-A3-1B-FC
2C-16-DR-43-1B-FC
2C-16-DB-A3-1B-FC

Feb/12/2022 14.5...
Fab/12/2022 14'5...
Feb/12/2022 15:3..,
Feb/12/2022 15:4..,
Fab/12/2022 15:4...
Feb/12/2022 15:5..,
Feb/12/2022 15:5...
Fab/12/2022 15:5...
Feb/12/2022 15:5..,
Feb/12/2022 15:5...
Mar/22/2022 17:2...
Mar/22/2022 17:2...
Mar/22/2022 17:2...
Mar/22/2022 17:3...
Feb/12/2022 14.5...
Feb/12/2022 15:0..,
Fab/12/2022 15:3...
Feb/12/2022 15:3..,
Feb/12/2022 15:3..,
Fab/12/2022 15:3...
Feb/12/2022 15:3..,
Feb/12/2022 15:3..,

Feb/12/2022 14:5...
Fab/12/2022 14:5...
Feb/12/2022 15:4..,
Feb/12/2022 15:4...
Feb/12/2022 15:5...
Feb/12/2022 15:5..,
Feb/12/2022 15:5...
Feb/12/2022 15:5...
Feb/12/2022 15:5..,
Feb/12/2022 16:2...
Mar/22/2022 1712, .
Mar/22/2022 17:2...
Mar/22/2022 17:2...
Mar/22/2022 1713,
Feb/12/2022 14:5...
Feb/12/2022 15:0..,
Feb/12/2022 15:3...
Feb/12/2022 15:3..,
Feb/12/2022 15:3..,
Feb/12/2022 15:3...
Feb/12/2022 15:3..,
Feb/12/2022 15:3..,

User Request
Lser Request
User Request
User Request
Lser Request
User Request
User Request
Lser Request
User Request
User Request
Lser Request
User Request
User Request
Lser Request
User Request

Um User Disa...

Lser Request
User Request
User Request
Lser Request
User Request
User Request

000252
00:00:35
00:06: 16
000035
00:06:37
00:01:55
000035
00:03:03
00:01:20
002650
00:00:45
00:01:03
00:01:41
00:00:26
00:01:50
a0:;01:00
00:00:19
00:00:32
00:00:11
00:01:03
00:00: 46
ao:0z:12

2C-16-DR-A3-1B-FC

0a:00:40

? Close Session Settings Generate Feport
|User ! |ﬁu:|:t Sesgion ID |MAS IP Address
2C:16:08:A3:,,, 09001036 127.0.01
2C:16:0B:43:... Oa001036 127.0.0.1
2C:16:0B:A3,., 95001036 127.0.0.1
2C:16:0B:A3:,., 96001036 127.0.01
2C:16:0B:A3... 97001036 127.0.0.1
2C:16:0B:A3,., 92001036 127.0.0.1
2C:16:0B:A3:,., 99001036 127.0.01
2C:16:0B:A3:... 93001036 127.0.0.1
2C:16:08:43:,,, Sb001086 127.0.0.1
2C:16:08:A3,,, SCO01036 127.0.01
2C:16:0B:43:... 9d001086 127.0.0.1
2C:16:0B:A3,.. Se001036 127.0.0.1
2C:16:08:43:,,, 9f001085 127.0.01
2C:16:0B:A3:... 30001036 127.0.0.1
ripmilla 03001026 127.0.0.1
ripmilla 11001026 127.0.01
ripmilla Be001026 127.0.0.1
ripmilla 8fl01086 127.0.0.1
ripmilla 0001026 127.0.01
ripmilla 91001026 127.0.0.1
ripmilla 82001026 127.0.0.1
ripmilla 83001026 127.0.0.1
ripmilla 84001026 127.0.0.1

Fab/12/2022 15:3...

S =

Feb/12/2022 15:3...

P

User Request



User Manager - Features

 PAP, CHAP, MS-CHAP, MS-CHAPv2, EAP-TLS,
EAP-TTLS and EAP-PEAP Support for
Authentication

 Each user can see their account statistics and
manage available profiles using WEB interface.

* Support Paypal Payment Gateway

* Support additional attributes if necessary



Mikrotik RouterOS7 — User Manager

Sessions  Routers  Users  User Groups  Profiles  User Profiles  Limitations  Profile Limitations  Attributes ‘F‘ayment

+|=||v

Marme Vendor ID | Type ID Value Type Facket Types  |Standard Mame
Delegated-IPvE-Prefix 0 (standa... 123 ip6 prefix access accept  Delegated-IPv...
Framed-IF-Address 0 {standa... 8 ip address access accept  Framed-IP-ad...
Framed-IP-Hetmask 0 (standa... 9 ip address access accept  Framed-IP-Me..,
Framed-IPvE-Address 0 (standa... 168 ip address access accept  Framed-IPvo-...
Framed-1Pva-Fool 0 {standa... 100 =tring access accept  Framed-IPve-...
Framed-IPva-Prefix 0 (standa... 97 ip6 prefix access accept  Framed-IPve-...
Framed-Fool 0 (standa... 88 =iring access accept  Framed-FPool
Idle-Timeout 0 (standa... 28 uint32 access accept  I[dle-Timeout
Mikrotik-Address-List 14988 (Mi... 19 =fring access accept  MT-Address-List
Mikratik-advertize-Interval 14938 (M. 13 uint32 access accept  MT-Advertize-..,
Mikrotil-Advertize-UIRL 14988 (Mi... 12 =fring access accept  MT-Advertize-..,
Mikrotik-DHCP-Option-Param-STR.1 14988 (Mi... 24 =fring access accept  MT-DHCP-Opti. ..
Mikratik-DHCP-Option-Param-STRZ 14938 (M. 25 =iring access accept MT-DHCP-Opti...
rAilsratik-MHCP-Ontinn-Sat 14088 (T .. 23 strinn arress arrent MT-MHCP-0OIRT.




Mikrotik RouterOS7 — dot1x

ER S|y =1 FLE [ =5=2e] SALLESS JdULELTL [ I B [ P ) B

Dot it IEI
Clisnt Server | State  Active Interface: Ok
+|= || * DT Auth, Types: || dotlx mac auth Cancel Find
Interface pphy Reauth. Timeout|w
¥ athers Accounting
Interim Update: [00:01:00 a Enable
Cormrment
MAC Auth, Mode: | mac as username and password + =
RADILS MAC Format: 3000 000 00y +
Remove
Auth, Timeaout: | 30,00 =
Feftrans. Timeout: |30.00 5
Reauth. Timeaout: b
Feject WLAN ID: hd
Guest VLAN ID: hd
Server Fail YLaN ID: b
1 item (1 selected) disabled




Mikrotik RouterOS7 — hotspot

\\: .
Mikror ik

Please log in to use the intemet hotspot service




User Manager + dotlx + Hotspot = NAC
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But do remember .. Mikrotik is not UTM Anyway...
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Question ?

This Photo by Unknown author is licensed under CC BY.


http://ccconlineed.org/faculty-resources/open-educational-resources/the-big-question-2/
https://creativecommons.org/licenses/by/3.0/
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