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Disclaimer

• This demonstration is about how to use open source and 

Docker to show how the capabilities of Mikrotik can improve 

network services. It doesn't necessarily mean that Mikrotik is 

better than any other network device..



Network Diagram



hAP ax3

• RAM 1GB

• USB 3.0

• Ethernet 

2.5Gbps

USB 3.02.5Gbps

High gain WiFi6



RouterOS 7.9

• Container

•WireGuard

• ZeroTier

• ROSE-Storage

• Let’s Encrypt

• /certificate enable-ssl-certificate dns-name=<<FQDN>>

• User-Manager with EAP Authentication and 802.1x



WireGuard



ความเร็ว VPN WireGuard บน hAP ax3



WireGuard ในฝั่ ง Remote Access



WireGuard Pros and Cons
• Agility. WireGuard connects and reconnects fast, even when you’re roaming across 

networks. It stays connected in situations where other VPN protocols would falter. Other 
VPN protocols sometimes feel brittle or clunky by comparison.

• Security. Compared to other VPN software, WireGuard chooses smart, modern 
cryptographic primitives with secure defaults. Plus, it’s very small and simple in relation 
to older protocols, meaning that security researchers can audit it much more easily.

• Speed. WireGuard uses fast cryptography code. Plus, its low-level component lives within 
the Linux kernel (on servers and Linux desktops), making it faster than user space VPNs.

• Ease of deployment. Both the client and server parts of WireGuard are really easy to 
install. You can download ready-to-go client apps for desktops and mobile devices from 
the platform app store. On the server side, setting up WireGuard is not much harder 
than configuring SSH, a task that nearly every IT professional is familiar with.



ZeroTier



ZeroTier

ZeroTier Server
as a virtual Network Switch 
and DHCP Server

192.168.77.30/24

INTERNET

192.168.77.31/24

192.168.77.39/24

192.168.77.40/24 192.168.1.0/24



ZeroTier



Mikrotik Container



Container
• Some interesting containers

• CloudFlare Tunnel

• AdGuard

• RustDesk





Cloudflare Tunnel

• https://branch01.vrtunnel.net

• https://adguard-branch01.vrtunnel.net

https://site-management.vrtunnel.net/
https://adguard-branch01.vrtunnel.net/


Cloudflare Tunnel



Cloudflare Tunnel – Access Application



AdGuard



AdGuard – Multiple Upstream DoH Server



AdGuard – DNS Filtering List



AdGuard – Service Block



RustDesk - Open source virtual / remote 
desktop infrastructure



Mikrotik User manager (RADIUS Server)

•WiFi Extensible 

Authentication Protocol 

(EAP)

•802.1X (dot1x)



Mikrotik User Manager (RADIUS Server)



Mikrotik User Manager (RADIUS Server)



Mikrotik User Manager (RADIUS Server)



Dynamic VLAN Assignment
Username Password

vlan10 user1 user1

vlan20 user2 user2

vlan30 user3 user3

SSID : THAINOG-DEMO



Question?

https://bit.ly/MikrotikOpenCHAT



@packethunter6673
https://packethunter.net/

@MikrotikTutorial
https://mikrotiktutorial.com/

YouTube Channel


