~Pongpipat Thunyawiraphap Supade] Suthu:hongkanasal

= ' mikrotiktutorialcom/ htfps.l / packettlnter netl



EEEEEEEEEEEE

MODULE O - WAZUH FOR NETWORK ENGINEERS

Wazuh for Small Business
Networks

Security visibility for teams of 1to 500 — without the enterprise price tag

Why Wazuh - Where it sits - SMB vs Enterprise - 8 use cases - requirements
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Your firewall can't see inside

SCENARIO A — Firewall blocks the attack

BLOCKED

Internet

rver
Attacker Serve

r

SCENARIO B — Attacker is already inside

Phishing email

Internet

clicks!

v

|

oves freely
Employee ]ﬂ I*[ Server J
PC

The threat is already in — and the firewall never saw it.
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SIEM - EDR - XDR — What's the difference?

Security Information & Event Management Endpoint Detection & Response Extended Detection & Response
== Collects & stores logs from ™ Runs agent on every endpoint 4> Combines SIEM + EDR + more
Rkl Hirewalls, switches ¢ Detects malware & anomalies Covers endpoint, network & cloud
\LCortelates auents Alngdels alens Real-time process monitoring @ Automated threat response
F] Compliance reporting & Deep forensic investigation y. MITRE ATT&CK mapped alerts
fit Long-term log retention © Isolate & kill malicious processes i One dashboard for everything
Watches: network perimeter & servers Watches: laptops, servers, workstations Watches: endpoints + network + cloud
Gap: limited endpoint visibility Gap: no network or cloud log view v Wazuh delivers all three

Example: Splunk - IBM QRadar - Wazuh

Example: CrowdStrike - Carbon Black Example: Wazuh - Palo Alto XDR
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What attackers do after they're in

@2
i
@D LAND

Get a foothold
phishing - drive-by
weak password

L

o

@ HIDE

Stay undetected
backdoor - cron job
new admin user

@ MOVE

Spread inside
scan LAN - pivot
steal credentials

Deliver payload

> % A \ J

Average dwell time before discovery: 207 days (IBM 2024)

# Ransomware median dwell time: ~10 days — attackers
hide before detonating

~60% of breaches exploit a CVE that already had a
patch available

¢ Phishing — endpoint — lateral movement — firewall
passed the attacker via HTTPS

I Supply chain & zero-day — SolarWinds, Log4Shell;
signature-based AV missed all

The firewall is not enough. An attacker on a trusted VLAN looks identical to a legitimate admin — at the network layer.
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What is Wazuh?

- i o= -

Web Server DB Server File Server =4 —

I
1
m#i agent m@i agent mll agent |
k : ) . = . J Wazuh Dashboard
: = . !" - One screen — all computers
H - 5’ i -
. B ) [ v' Real-time alerts
Wl-ﬂdnws PC “Laptnp Llrln.ux Server 7 File change history
W:agan: sisgen W agens v Auto-block attackers
Each asi agent sends logs — v Compliance reports

Like CCTV cameras — one agent per computer, one screen to watch them all.
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Wazuh — 4 pieces, one system

Agent —>

Installed on each
computer - listens
to everything

A\ y A

Manager

Receives logs - applies
rules - decides what
is suspicious

7

\

Indexer

Stores and searches
all events - fast
history lookup

All 4 components can run on a single VM for small deployments

Small business tip: Run all 4 on one Ubuntu VM — 4 vCPU, 8 GB RAM is enough for up to 50 agents.

—_

Dashboard

You see alerts
graphs - reports
in browser

?12
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Where Wazuh sits in your network

E

Firewall

----- = log stream to Wazuh (TLS port 1514)

T
Switch

—

Windows PC
e agent installed

Y

Linux Server
e agent installed

———

L|
1
.

Laptop
e agent installed

Web Server
e agent installed

T
1
P R L [ e g g———

= network traffic path

-

Wazuh VM

9' Ubuntu 22.04 LTS
o 4 vCPU - 8 GB RAM - 100 GB disk

** Manager + Indexer + Dashboard

«a Port 1514 — agents send logs (TLS)

& Port 443 — admin web dashboard
¢ License cost: $0

% Supports up to 50+ agents

812
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~ Setup by business size — Small (10-50 devices)

— SMALL BUSINESS - 10-50 DEVICES

Small Office
Wazuh VM: All-in-one single server PC PC PC
CPU: 4 vCPU agent agent agent up to 50
RAM: 8 GB i
Disk: 100 GB (= 3 months logs) e T
OS: Ubuntu 22.04 LTS — '
Install time: ~30 minutes Wazuh VM
. All-in-one
License cost: $0 (Apache 2.0) e

+ Dashboard

Tip: A spare PC (8 GB RAM) or a cloud VM works
perfectly. No dedicated hardware needed.

9!2
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‘Setup by business size — Medium (50-200 devices)

i MEDIUM BUSINESS - 50-200 DEVICES

Wazuh Manager VM:

8 vCPU - 8 GB RAM - 50 GB
Wazuh Indexer VM:

8 vCPU - 16 GB RAM - 500 GB
Dashboard: on Manager VM
Total VMs: 2
Disk grows: ~0.5 GB per agent per month
License cost: $0

il HQ Office | ## Branch Office
PCs Servers PCs Servers
agents agents agents agents

Note: Separate Manager and Indexer when you need

more search speed or longer log retention (6-12
months).

Manager VM Indexer VM

8 vCPU - 8 GB RAM 8 vCPU - 16 GB RAM
+ Dashboard 500 GB storage
1514 - :443

10!2
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Setup by business size — Enterprise (200+ devices)

ifi ENTERPRISE - 200+ DEVICES

Manager cluster: 2+ nodes ‘ Node 2 \
8vCPU 8GB 8vCPU 8GB

Manager Cluster

Indexer cluster: 3+ nodes (HA)
Dashboard: dedicated node
Each indexer node: 16 vCPU /32 GB /2 TB Indexer Cluster (3 nodes — HA)

Total VMs: 6-10+ Node 1 Nnde 2 Nude 3
TEVCPU 32GB 1BUCPU 32GB 1BvCPU 32GB

Dashboard

Wazuh license: still $0
Support contract: optional ($)
s Agents on 200-10,000 endpoints
all report to the Manager cluster via TLS 1514

Enterprise adds high availability and dedicated SOC

team — but the software cost is the same: $0.

11.."2
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" Wazuh vs Enterprise SIEM — head to head

Factor Wazuh Splunk Enterprise IBM QRadar Microsoft Sentinel

License cost $0 / year $50,000+/yr $30,000+/yr $2-10/GB/day

Pricing model Free — unlimited Per GB ingested Per EPS (event/sec) Per GB ingested
agents

Agent limit Unlimited Priced per volume Priced per EPS Priced per GB

Built-in FIM Yes Add-on ($) Limited Via Defender add-on

Built-in vuln scan Yes Add-on ($) Add-on ($) Via Defender add-on

Active response Built-in SOAR required ($) SOAR required ($) Logic Apps required

Open source Apache 2.0 No No No

Install time 30 minutes Days—-weeks Days—-weeks Hours (Azure-native)

SMB verdict: Enterprise SIEMs are designed for large SOC teams with large budgets. Wazuh gives the same core
capabilities — FIM, vuln scanning, compliance, active response — at any scale, for $0.

12;"2
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Hardware requirements at a glance

Size Agents vCPU RAM Disk VMs
= Small =50 4 8 GB 100 GB 1 (all-in-one)
4 Medium 50-200 8 per VM 16 GB / VM 500 GB + 2 (split)

il Enterprise 200-10,000+ 16 per node 32 GB / node 2 TB + per node 6—-10 (cluster)

Disk is the main variable. CPU and RAM are fixed; disk grows with log volume. Plan ~0.5 GB per agent per
month. Add disk first when you're running low.

OS: Ubuntu 22.04 LTS (recommended) or RHEL/CentOS 8+. Wazuh agents run on Linux, Windows, macQOS,
FreeBSD.

13;"2
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Getting started — 3 steps

@

One Script

@

Ubuntu VM

€)

Add Agents

~15 min ~15 min

4 vCPU - 8 GB RAM — bash wazuh-install.sh -a . Any OS - Any device
50 GB disk Installs all 4 components: Linux / Windows / macOS

Ubuntu 22.04 LTS Manager + Indexer + Dashboard MikroTik via SYSIGQ

~15 min to provision ~15 min to complete See next slide —

Total setup time: under 30 minutes - $0 license
05/2026 : The Latest Wazuh version is 4.14

14;2
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Installing agents — per platform

%' Linux (apt / yum) Windows (MSI / GPO)

* macOS (pkg)

~ MikroTik — no agent, use syslog

curl -s0 packages.wazuh.com/4.10/wazuh-agent.pkg
sudo installer -pkg wazuh-agent.pkg -target /

sudo /var/ossec/bin/wazuh-control start

15;’2
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Sample Wazuh Alerts — What gets captured

™ Brute Force — SSH Rule 5763 - Level 10 i @ File Integrity — /etc/passwd modifiediule 550 - Level 7
Rule: Integrity checksum changed

srcip: 45.33.32.156 attempts: 10 in 60s File: /etc/passwd Changed: md5,mtime

Action: ALERT - possible backdoor account

“ Vulnerability Detected — CVE Rule 23504 - Level 7 ™ MikroTik — Firewall DROP event  Rule 4180 - Level 5

CVE: CVE-2023-4911 Severity: HIGH Score: 7.8 src: 192.168.1.105 dst: 10.0.0.1:22

15;"2
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How Wazuh notifies the admin

2 Email (SMTP) ® Slack (Webhook) 7 Telegram Bot

Built-in — no plugin needed.
Set SMTP server in ossec.conf.

<egmall_notification>yes
<smtp_server>smtp.gmail.com

Alert on Level =7 by default

Wazuh integration — Slack app.
Sends JSON alert to channel.

integration name="slack"
hook_url: hooks.slack.com/...

Posts to #security-alerts channel

Custom script via active response.
Sends message to group/channel.

curl -s https://api.telegram.org/
bot<TOKEN>/sendMessage -d ...

Popular for Thai teams - free

e Tty * PagerDuty / OpsGenie __Wazuh Dashboard

LINE Notify APl — free token.
Push alert to LINE group chat.

curl -X POST notify-api.line.me/
api/notify -H "token: <TOKEN>"

Most popular in Thai SMBs

On-call escalation platform.
Wakes the right person on-call.

integration name="pagerduty"
api_key: <PAGERDUTY_KEY>

Best for 24x7 SOC teams

Real-time alert feed in browser.
Filter - drill-down - export.

https: //<wazuh-server>
Threat Hunting - Events

No config needed — works out of box

1?..’2
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XDR Capability: Threat Hunting

Focus analyst attention and cut time
spent analyzing telemetry from
multiple security platforms.

 Query across all endpoint telemetry in
one place

o Filter by agent, time range, rule group, or
MITRE technique

e Pivot from a single alert to full host
timeline

e Save and share custom searches across
the team

= W. Vulnerability Detection

Dashboard Events

)~  Search KOL B =~ Last 24 hours

roname warzuh 4+ Add filter

Total Level 12 or absowe alerts Authentication Failure

226415 49 9232

Alerts evolution - Top 5 agents

i Explore agent

Show dates

Authentication success

=

Top Mitre ATTEK tactics

20,000 ® e
st ® i
B 10,00 {5 @ Wi
i i I .
1A 15:0K) 1 EiHE 21:00 i ]
timestamg per 3 minses
i |
Security alerts
Time = ageniname rulemitreid rule. milre. (o ride.descriptian
» Ayg 11, 2824 @ 19:13:6% 483 Hindows Ti2ia Defemse Ewasion, Executlon wehast 1g
» AUE 18, 28924 @ B5:23:52.926 Amaron T1116 Credential Access eshd: Attempt to login osing a non-existent user
v Aikg 18, 2838 & B2-4X:1X. 825 fichiam Tiias d andex

e wazuh

=1 Generate report

» Refresh

155583

THED

15;"2
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XDR Capability: Behavioral Analysis

= W. Thneat Hunting Ubuntu-22-04 .
D

lashboard Evenls

]

=

oy

o C

[ 1
"...l

L &=

- I

m -

g —

|dentify deviations from normal e [
behavior using advanced analytics to
spot threats before signatures exist.

58 hits
(18, 2024 @ 15:26:24 467  Auto :
’ :

e File Integrity Monitoring — alerts on

unexpected f||e Changes III.'.III.-I-I IIIIII

e Network traffic — unusual connection e dscripn
patterns or new listening ports = = @
o User behavior — off-hours logins, new v ————
admin accounts, privilege escalation T ey ——r—————
» Process behavior — shell spawned from e ;
a web server, encoded PowerShell e CTRRTE Tl B A SN ey o g e o Bl

19!2
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XDR Capability: Automated Response

Reduce average incident response

time with the Wazuh active response
module — automatic threat mitigation

without waiting for a human.

Block IP — firewall-drop script runs on
agent in milliseconds

Kill process — terminate malicious
process immediately

Disable user — lock compromised
account automatically

Custom scripts — any action triggered
by any rule match

Stateful — auto-unblock after
configurable timeout

1]

agent,name

rule Froups

Arocess stoppoed

oL |

Last 24 hours

188286

2[}!2
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XDR Capability: Cloud Workload Protection

Security for cloud workloads and e
containers through built-in integrations
and telemetry analysis — covering SR |

podker + Ak filter

hybrid and cloud-native environments. conty s

e AWS — CloudTrail, GuardDuty, S3, VPC
Flow, Inspector

e Azure — Activity Log, Microsoft
Defender, Entra ID -

4 data.aws souwte ruledescription
- -
. GCI C IO ud J ‘u d It Log S V I a I u b/S u b v Aug 18, 820 @ B9:1@5:57.682 WAZUN -MANIRET - MasTET vpC A5 Clowdtrail [AMAZOK_IEN]| Createfccesskey error! AccessDanded

-
. Doc ker l Ku bernetes CO nta I I le r eve ntS ¥ A, PR R wnzuh-manager-msater  Quardooty &5 GuardDuty [NETWORK]: Tor Exit node is comumicating with EC2 instamce i-0208eB850b315377300
- - =
I I I Iag e I nteg rlty v Aug 18, 829 B 14724:94.1087 wATLH - SANAgOT - WA ET 0T guarcdaty &WS GuardDuty [METWORK]: 165.227.1TH.208 is perforaing 55 hrute force attscks sgainst 1-89def99icHllsscdc

» Agentless — pulls via API, no agent VR GRS GG e S W e e
inside cloud resources

‘tl

21;’2
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XDR Capability: Threat Intelligence

Incorporate threat intelligence feeds

from OSINT, commercial sources, and
community data to detect and respond

to known threats.

e MISP integration — ingest loCs (IPs,
domains, hashes) from threat sharing
platforms

e VirusTotal — auto-lookup file hashes on
FIM alerts

e MITRE ATT&CK mapping — every alert
tagged to a technique ID

e Custom feeds — load any STIX/TAXII or
CSV loC list

e Correlates observed behavior against
known attacker TTPs

= W.

. Liurtu - 2204
@ CentDsa

BEciaiity Aleits

Tima 4

Mre 38 2033 @
150012122

Mo 9, 2023 @
15:10: 35332

Mo 25, 2025 @
15:98:15525

Nov 35 2003 @
1&m-126812

My 22 2023 @
15 13- 5h 552

h-v 23 03T @
50945 356

Mo 28, 2023 @
15:00:13.525

heow 26, 2023 @
4:50-18127

how 9, 2023 @
15 47:36 2ES

ho:r 52023
12612

New 29 2025 @
1500 26,652

Threat Hunting

Court

@ Wrdows-n

@ 'Wndows-10

Aderts evniutson - Top b sgonts

VirugTotad Alert - fimplyaraimakeremisal 51 engines detectad this file

virusTotat Akert - fmplpybotnet 45 engines detected this file

File *firmp yaraimabaare/miral® 3 positive match Yara rule- Miral_Botnet
Malware_RIDZEFG

Fila “frmpiyaraimakware/miral” 3.8 positiva matcn Yara rule- SUSP_s0Req
Wozia_RIDI0EL

File "Mrmp i yaraimahvare/mivai™ is & posithe match Yara rule: MAL_ Xhash
_™_Sep18_RIDEDIA

Filg ™ IL'. Al d’i."-" Al e positive match Fuder hAAL_
ELF_LMX_hdirai_Oct1s_; II':“ 3a

s eEs vaar LR owndcacE LWl S0l S0 aTeh 2 aho ST choB ZTar2L6 1618103883
230505705 Thibd I cBABDS, el posite match, Yaranuie: kuipor_ransomwane

CLSs et e oo SV IFmeerat exe” 15 e posttive matche Yars rul@s won imert

Filer c-\usarsiuserdownioads\imerat exe” = 5 posithe match. Yerarule: win limerat 12

'''''' usTotal -Mcrt ro-; rasoftwindowsl start menulprogramsista rtuph
phobos. exe - B1a engir rE':I r-=:|1 fl

'-waz AL \.«. -_.ar L AR S S 0RL A Seh 2ane O7cho R 2 1O L5156 1810 38823 506

o
cEIbG A AR axp 0 :_:III'\n: vty Waars rlee kg rr e o

@ -

.w., 2204

Incows-11

‘Winoows-1

22;"2
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XDR Capability: Compliance & Reporting

Meet regulatory requirements,
generate audit-ready reports, and
demonstrate the effectiveness of your
security program.

e PCI-DSS — cardholder data environment
log retention, FIM on in-scope systems

e HIPAA — access logging, integrity
monitoring for ePHI systems

e GDPR — breach detection, data access
auditing

e CIS Benchmarks — automated SCA
scoring against hardening guides

e NIST CSF /1SO 27001 — control mapping
pre-built in dashboard

il
2
s
o
&

Controls  Dashboard Events il Explore agent [ Generate report

LA B N B

EEE R NN NN
Es8f 3P =553

TTTTT
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Ind

XDR Capability: Universal Agent

A single lightweight agent deployable
across all major operating systems —
provides full endpoint protection
without multiple tools.

Linux — RPM/DEB, all major distros

Windows — MSI, supports Server
2012R2+

macOS — PKG installer

Capabilities per agent: FIM - SCA - vuln
scan - log collection - active response -
syscall monitoring

~15 MB memory footprint; no noticeable
CPU overhead at rest

1]

Endpoints

lllllllll

L i Lpridiing tatien

TR0
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~ XDR Capability: Third-Party Integrations

Extend detection by unifying telemetry
from any source via syslog, REST APIs,

or native modules.

Network devices — MikroTik, Cisco,
Fortinet via syslog (UDP 514)

Cloud platforms — AWS, Azure, GCP via
API polling

SaaS apps — Microsoft 365, Google
Workspace, GitHub

Ticketing & alerting — Slack, PagerDuty,
Jira, ServiceNow

Threat sharing — MISP, OpenCTl,
VirusTotal

Threatintelligence
e e

11 ) SURICATA

> ] viRusTOTAL

@ AbuselPDB

Hyara

I sHUFFLE

Security
orchestration

.] W. server

Artificial
intelligence

@OpenAI

The

4 slack

PagerDuty

N amazon
i

25;"2
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~ XDR Capability: Open Source

A fully open, customizable platform —
flexibility, community support, and

broad integration capabilities. & T
, . a - cgs
e Apache 2.0 license — use commercially, \ ¢
modify, redistribute freely \\
e GitHub — 10,000+ stars, active issue i - @
tracker, public roadmap O )

e Custom decoders — write regex parsers
for any log format

. <
e Custom rules — XML rule engine; Fal )
thousands of community rules on GitHub

e No vendor lock-in — your data, your
infrastructure, your rules

25;"2
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Use Case 1— File Integrity Monitoring

BEFORE — /etc/passwd (normal)

root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:daemon: /usr/sbin
www-data:x:33:33:: /var/www
nobody:x:65534:65534:nobody

v 24 accounts — all legitimate

AFTER — attacker adds backdoor account

root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:daemon:/usr/sbin
www-data:x:33:33:: /var/www
nobody:x:65534:65534:nobody

h4cker:x:0:0:: /root:/bin/bash « NEW

& ALERT fired within 1 second

What Wazuh catches: Any add, modify, or delete on watched files — /etc/passwd, SSH keys, web files,

Windows registry, scheduled tasks.

2?;"2
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Use Case 2 — Vulnerability Scanning

Wazuh reads

installed packages nginx 1.24
(no scan traffic) > Global CVE Database
) " match pggkageﬁ"“ NVD - MITRE - OSS
- \_.==="GS CVEs Updat@d daily

il

Your Server
| package inventory |

OpenSSL 1.0
CVE-2023-0215

Logg !.'!4

No scan traffic. Wazuh reads the installed package list locally — no port scanning, no network noise.
Results appear in the dashboard within minutes of a new CVE being published.

Python 3.11

25;"2
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Vulnerability Dashboard

8 O wauh x o+
8 [] @ NotSecure hites:[192.168.17.221/app/configuration-assessment#/overview/?tab=scadtabView=dashboard&agent... G‘ A
W. Configuration A... I15GeniONB

Dashboard  Inventory  Events

CIS MICROSOFT WINDOWS 11 ENTERPRISE BENCHMA. ...

® Passed (125)
® Failed (352)
@ HNot applicable {5)

Paolicy

C15 Microsoft Windows 11 Enterprise Benchmark v3.0.0

Rows per page: 15 - |

CIS Microsoft Windows 11 Enterprise Benchmark v3.0.0 @

Passed Failed

125 352

Checks (482)
Search

o Title

26000 Ensure ‘Enforce password history® is set to ‘24 or more p...
26001 Ensure 'Maximum password age' is set to ‘365 or fewer ...
26002 Ensure ‘Minimum password age' is set 1o '1 or more day(...
26003 Ensure ‘Minimum password langth’ is set to '14 or more ...
26004 Ensure 'Relax minimum password length limits' is set to ...
28005 Ensure ‘Account lockout duration’ is set to '15 or more m...
26006 Ensure ‘Account lockout threshold' is set to '5 or fewer ...
26007 Ensure ‘Reset account lockout counter after is set to 1.
26008 Ensure ‘Accounts: Block Microsoft accounts' s set to "U...
26009 Ensure ‘Accounts: Guest account status' is set to "'Disabl...

Rows per page: 10 ~

Mot applicable Score

5 26%

~ Rafresh

Target

Command: net.exe accounts

Command: net.exe accounts

Command: net.exe accounts

Command: net.exe accounts

Registry:
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Contr
ol\SAM

Command: net.exe accounts

Command: net.exe accounts

Command: net.exe accounts

Registry:
HKEY_LOCAL_MACHINE\Software\MicrosoftiWindows\Cu
rrentVersion\Pollcies\System

Command: net user guest

Boo %xDE

@

fi7) i5Gen1ONB (002) W

End scan

May 25, 2026 @
21:19:43.000

&y Export formatted

Result

® Failed

® Passed

® Falled

® Fajled

® Failed

® Failed

# Falled

® Falled

® Falled

& Fajled

2 3 4

waL

N

49 >
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Endpoint Summary

0O Low

. . @ Wazuh ¥
L [] © Not Secure  bies 192 168.17.221/applendpoints-summary#/agentsPtab=welcome&agent=002 & | G‘ A B e x0E e =
= W. Endpaints iSGen1ONB a @
Threat Hunting  File Integrity Monitoring  Configuration Assessment  MITRE ATTECK ~ Maore,.. f+ iSGen1ONB (002) X [T Inventory data ] Stats (5} Configuration
¥} Status IP agddress Varsion Group Oparating systam Cluster noda Registration data Last keap alvo
002 @ disconnected ('  192.188.17.61 Wazuh va.12.0 default - Microsoft Windows 11 Pro 10.0.22631.6199 node01 May 25 2026 @ 21:19:10.000 May 25, 2026 @ 21:28:54.000
Last 24 hours ~
Events count evolution MITRE ATTRCK o Compliance pIDSS v
i ||l ® 2.2(484)
i Top Tactics '
a00 ® 10.25(5)
E 300 Defense Evasion 7
2 200 a . ® 1061(4)
o0 el o ® 1026 (3)
o Persistance 5
0000 03:00 0800 QR0 12300 15100 1800 2100
timestamp por 30 minutes Privilege Escalation 5
it » . i
Vulnerability Detection SCA: Lastest scans '
CIS Microsoft Windows 11 Enterprise Benchmark v3.0.0 [ elsiWiniientarprisa’
O Critical Top 5 Packages
Packsge Count 4 Paolicy End scan Passed Failed Not app... Score
; CIS Microsoft Windows 11 Enterprise May 25, 2026 @
7-Zip 23.01 (x64) 2 125 352 5 26%
Benchmark v3.0.0 21:19:43.000
PuTTY release 0.78 (64-bit) 2
i WinSCP 5.21.8 2 &R
4 Medium “h

——
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Use Case 3 — Brute Force Auto-Block

A ( b ( 3 ( A
T+0s T +0.5s T +0.8s T+1s
= <o 4 N,
10 failed logins Wazuh counts Response fires IP blocked
wrong password Rule 5763 fires: firewall-drop runs 45.33.32 156
from 45.33.32.156 S
"OfailedSSH | | 7 cannot reach any port
___________________________ attempts in 60s" _ 5 iptables -A INPUT | e L et S LIS
sdrjogshons: -s 45.33.32.156 Timeout: 10 min
FAILED 1/10 Alert: CRITICAL -j DROP then auto-unblocked
FAILED 2/10
FAILED 3/10 = |
45.33.32.156 Wazuh calls Total time:
P local firewall AP d 1 d
FAILED 10/10 no human needed under 1 secon
\ J \, J \, 7 \,

31!2
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Use Case 4 — Compliance Reporting

PCI-DSS
Payment card Hardening Gov / critical infra Healthcare EU data privacy ISMS standard

Wazuh auto-tags every alert with the matching requirement — export PDF for auditors

CIS Benchmarks } [ NIST CSF J [ HIPAA ] { GDPR ] { ISO 27001

B PCI-DSS — Req 10.2.4 — Sample Alert B ISO 27001 — Control A.12.4.3 — Sample Alert

32;"2
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Use Case 5 — Cloud Security Monitoring

& On-Premises

N

Linux Server
Wazuh agent

Windows PC
Wazuh agent

File Server
Wazuh agent

macOS
Wazuh agent

-

Docker Host
Wazuh agent

r

etwork Device
syslog — agent

any OS - any version

Wazuh Dashboard

—

Cloud

AWS EC2
Wazuh agent

CloudTrail
API (agentless)

Azure VM
Wazuh agent

Azure Activity
API (agentless)

GCP VM
Wazuh agent

o

GCP Logging
APl (agentless)

agent or agentless API

33;"2
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Use Case 6 — Ransomware Detection

T + 0s — Normal

report.docx
invoice.xlsx

photo.jpg
... 500 files

All files normal v

T + 1s — Attack

LA ]
air

report.docx.locked
invoice.xlsx.locked
photo.jpg.locked
... 498 more ...

500 renames in 1sec

T + 2s — Wazuh Sees
FIM: mass rename

pattern detected

Rule 553 fires:
"Bulk file extension

change — ransomware?"

CRITICAL alert

T+ 3s
O

Process killed
IP isolated

Alert sent to
Slack / emall

Stopped in 3s
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Use Case 7 — Insider Threat Detection

02:14 AM — Login

Employee logs in
at 2 AM from office
unusual hour, unusual day

02:17 AM — Exfil

SELECT * FROM customers
— 10 GB exported

customer_db.sql.gz
transferred out

large volume + off-hours

L

02:18 AM — Alert
Wazuh flags:

« Login at 02:14 AM
« 10 GB outbound transfer
» DB dump command

Slack alert = Manager
within 1 minute

.

Note: Wazuh detects the behaviour — investigation and response remain with your security team.
Automated blocking for insider threats requires careful tuning to avoid false positives.
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Use Case 8 — Container & Docker Security

Wazuh Agent
on host OS

Watches:

« Docker daemon logs

« Container start/stop
» Image pulls

» Privileged flag

Docker Host (Ubuntu Server)

nginx postgres
¥ normal ¥ normal
«

--privileged unknown:latest
ALERT: privileged container started!

Wazuh Dashboard
~ ALERT: Privileged

container launched

Investigate immediately

No agent inside containers. One Wazuh agent on the Docker host monitors all containers — container
start/stop, image source, privileged mode, volume mounts.
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What about support?

& Community
Free

» GitHub issues & Discussions
» Wazuh Slack channel

» Official documentation

e 40,000+ member forum

e Community-built rules

Best for:

self-managed SMB
with IT admin

o

‘.

& Wazuh Commercial
Paid — contact for pricing

» SLA-backed support
e Dedicated engineers
e Training programs

e Custom integrations
e Priority bug fixes

Best for:

regulated industries
HIPAA / PCI-DSS / 1SO 27001

7

< MSP / Partner

Bundled with managed service

 Managed deployment
e 24/7 monitoring
 Incident response

» Monthly per-device fee
e No IT staff needed

Best for:

no in-house IT team
outsourced security

All options use the same free Wazuh software — only the service wrapper differs.
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What you how know about Wazuh

@ Watches every file change on every computer — catches backdoors within 1 second
%, Scans for vulnerabilities daily against the global CVE database — no scan traffic
(0 Auto-blocks brute force attackers at the firewall in under 1 second

Covers on-premises, cloud (AWS/Azure/GCP), and containers — one dashboard

Maps every event to PCI-DSS, CIS, NIST, HIPAA, GDPR, ISO 27001 automatically
' Scales from 10 devices (1 VM, 30 min install) to 10,000+ devices (cluster)

@ Apache 2.0 license — $0/year regardless of how many agents you deploy

) Full working system in under 30 minutes — you'll do it in today's lab
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Tips & Tricks — Reduce False Alarms in Wazuh

D Tune minimum alert level

Set log_alert_level to 6+ Iin ossec.conf — levels 1-5
are mostly noise.

<alerts>

<log_alert_level>6</1log_alert_level>
</alerts>

@ Suppress noisy rule per agent
level="0" silences a rule for a specific host only.

<rule 1d="5503" level="0">
<if _sid>5500</if_sid>

<hostname>backup-server</hostname>
</rule>

Default 8 attempts is too sensitive — tune frequency +
timeframe.

<rule 1d="100200" level="10"

frequency="15" timeframe="60">

<if_matched_sid>5710</if_matched_sid>
</rule>

(@ Whitelist admin & monitoring IPs
Prevent active-response from blocking your own tools.

<active-response>

<white_1ist>192.168.1.10</white_list>
<white_1ist>10.0.0.0/8</white_1list>
</active-response>

@ FIM — exclude volatile directories
Stop alerts from log files, tmp, and cache folders.

<syscheck>
<ignore>/var/log</ignore>
<ignore>/tmp</ignore>

<ignore type="sregex">.log$|.tmp$</ignore>
</syscheck>

® Monitor first — Active Response last

Run monitor-only for 1-2 weeks before enabling auto-
block.

Review what would have been blocked — then enable.

© Never enable active-response on Day 1
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Wazuh + Claude Code — Al-Assisted Analysis

Pull alerts via REST API and pipe to Claude:
i1 Claude Code

by Anthropic — Al in your terminal # Query critical alerts from Wazuh API

curl -u admin:password -k \
"https://wazuh:55000/alerts?level=12&1imit=20" \

| claude -p "Summarize these alerts and flag

When Claude adds value to Wazuh

« (4 Bulk alert triage — "which of these are true any that look like active intrusion"
positives?"
> ,{__ Custom rule authoring — describe behavior' get Or connect Wazuh as an MCP tool in Claude Code:
XML // .mcp.json
« LU Incident narrative — sequence of alerts — attack  {
story "mcpServers": {
e ] Compliance gap analysis — dump SCA results, "wazuh": {
ask Claude "command": "npx",
o ul Executive summary — weekly alert trends in plain [angs Sl sezd iepesTver L
Thai/English RO
"WAZUH_URL": "https://10.0.0.10:55000",
"WAZUH_USER": "admin"
+
}
}
5
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MODULE O - END

Questions?

Wazuh for Small Business — Why & Where

Docs: wazuh.com/documentation

- Community: wazuh.com/community

- Lab: labs/01-intro.md
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