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FULAATUUAAIINGADINTS 2DNLULU WRIUT AFIIdaU udiv deploy waz monitor

@ [Plan] <[> [Code]

Pipeline Tun1s Implement Project

o [ship]

/requirements — AviuaANGDINS

@319 PRD (Product Requirements Document)
What: flwadfivirerls

a /design — ¢adula architecture

aanuuy technical solution
DB schema: tables, indexes, relations

ADR (Architecture Decision Record):

(Event-Action-Response-State) virludien option i

0 Output: Design doc + ADR
& a9y VTS: a:é Prisma schema rules (a8nattiu @lmap)

(@ Output: PRD finnautiunw “done” asariu
(® skip f: 1l bug fix 1in w3 refactor

= = e Why: uffligwerls / ROI API contract, endpoints, request/response

s o Who: lasl¥ (persona, roles) Auth model: 1% role als, scope orls

-— e Scope: in-scope / out-of-scope Constraints: performance, security, EU Al Act checkpoint
® Success Criteria: EARS format

B /build-brief — Context pack newtinulda

52u574 context W agent dpe§nouaviio
o Ivahmi/diasanu (existing patterns)

* API conventions ¥@9 project (src/app/api/* pattern)

¢ Coding rules (Zod validation, as any workaround)

o Test patterns

O Output: Brief fidgl Claude/agent 81uriou
sy Why important: aa context-switching uazan bug 91nmshi§ convention

A 1% Edit/Write e brief o o 1% Zod schemas

128U code (manual + Al)

follow patterns

e iiauditlog e fla convention Bas repo

a /review-ai — Audit Al-generated code B /sast-scan — Static Analysis (devsecops) /sca-scan ~ Software Composition Analysis

5,

@579 code 7 Al tfiuu 15 Opengrep (Semgrep-compatible) (devsecops)

fiou commit Tu Docker Ju Gype aunu dependencies
Security: SSRF, SQL, XSS, P 1 ;
secrets in code * w injection flaws (SQLI, XSS, (package.json/lock)

s a command injection
Quality: error handling. pact ’weak S

edge cases, null checks e

o CVE L direct + transitive deps

* License compliance

Completeness: asomu path e OWASP Top 10 patterns % o .

# requirements syl ® TypeScript/Next.js-specific rules ® Upgrade paths (1gu Next 16.x — 16.y daly)
* Convention drift: 1§ pattern

v00 repo wioli

Output: CVE list + remediation
(npm update <pkg>)

Output: Severity-tagged findings +

@ Output: SARIF/ISON findings
fix recommendations

@
®

Focus: Al-specific issues 1tu Vz: Auto-route vuln'-triage = Q Tip: Run Yf\w_i /sast-scan uazr /sca-scan
hallucinated APls, missing error CVSS + EPSS scoring 8. VTS il Django legacy strings oY
handling. scope creep =
e e e e e . S e ~ s R e
[ N /requurements ; \ | ! iy code ‘: i [= 3 :,
N = /design —_— /build-brief -—) : / (manual + Al) ;—): ;‘q/rewew-ai ,—): /sast-scan
\ = ! : E
: [Plan] : \ . [Code] . oo\

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 4 S S ————————————

B /monitor-setup — Observability

#a observability wda deploy
¢ Health check endpoint (/api/health

/deploy-guide -
Deploy wiou rollback plan
® Step-by-step deploy

<
Y

o ® Pre-deploy checklist (tests pass? migrations safe?) - version 91n package.json;
q o Staging i production (dhn/VTS: 10,11.001.101 egresslab_67916282)
== 10.11.001. 10‘) e Error + alerting threshold:
e Rollback p P hot/revert plan)

* Log aggregation
o @ndfiedia: response time, error rate,
scan throughput

¢ Deploy commands a1 project (rsync +
systemctl restart vis-nextjs)

o Output: Deploy runbook

& s2y: No go: revert on prod (rollback_prod_q3_no_reset.md)
origin/main vu prod «lu stable

Output: Monitoring config + alert rules

o

-

&

Why critical: Smoke test minam
real path health endpoint
AuLddWIAs W smoke test

l.—}‘ & /sca-scan —3pp

/deploy-guide 3, /monitor-setup
[Ship]

S
SR

&

@ Goal: an bug, an risk, wazvinly deploy “lﬁazhoz‘i"u'[a
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s:uU VA Scan
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@ Vulnerability Assessment

0 Server Resource
Monitoring
UOG!OO§ﬂ1STZ§ﬂ§W8'\ﬂS

YoVIESWI109S
wudoLtov

@ Victoria DB « Grafana

@ Security

Threat Intelligence /
Auto Block e

av feed 910 MISP, CrowdSec,
—@ FireHOL, Spamhaus Wo block IP
N Cloudflare uazav MISP

domain blocklist [Ugv
Google Workspace

Credential Monitor

Gaaunssolkauov
sKanuLazdoyaUtyBR (G

MISP « CrowdSec « FireHOL « Spamhaus

HIBP API « ProxyNova / COMB «
Cloudflare « Google Workspace

Hudson Rock API

e VM Right Sizing & ~ Google Quota Report
Auto Scale ~ per Faculty
: ‘@ 0S29 oversize, undersize, J asusigoumsidviu
( m /\’ right size YoV VM uastwu ¢ g, duota ugNOUALUE
N - O resource dalulGilo III
&4 undersize a
EE Oversize « Undersize « Right Size « Auto Add Resource ‘D Storage & Quota Reporting

Monitoring @ Optimization

(G/‘) wWhkwe: miks:uulaaane vovikula uazuskisdanislaauu



System Architecture Overview

nwsoulasvasivs:uuuaznisikavovdoya

Web Browser
Dashboard / Report Viewer

0 J, HTTPS
Nginx

Reverse Proxy + SSL + CORS
J, (:3000)
Next.js App

HUAUKANYIVS:UU
= = N

=0

¢ Rate Limit
e CSP/CSRF
e Auth Check

\\

@ Middleware

S

/’ N 7 — N
| e App Router @ API Routes G Scanner Engine Layer

* Dashboard
* SSR Pages

* 31+ endpoints

* scanner-registry.ts
* 19 scanner modules

o 15 post-processing modules )

26 models

(&)

PostgreSQL

= DataFlow

y

N
Redis
* Queue / Cache
¢ BullMQ Jobs

2

External Services
¢ Claude API

¢ Shodan API
e NVD

© 00 0O

naisiulagasy

-~

% {G1sinu Web Browser

Nginx riktinfi Reverse Proxy
uazvan1s SSL/CORS

Next.js tuunukanyavs:uu

Scanner Engine Us:udana
nsdunuua: post-processing

s:uuLBaNcagudaya AoV U
azusnismguan

@ User —> @ HTTPS —> m Nginx —> m Next.js —> Database / a Queue / @ External APIs



Parallel Scanning Architecture

lasvasivnisaunuuuuyulu (comprehensive_scan)

15 scanners run in parallel to accelerate reconnaissance, vulnerability detection, and targeted security testing.
rdavidoaunu 15 stenisiviuwsauiu tWatwua WS TUNISAUKITDYA OSIPHLDVIKI La:nadaulBvan

A= 15 Scanners Running in Parallel L= X

> e - — o i — - @

- aunuwuas 15 aconiviuwsaunu

CM?Q

Key Benefits
daiauyavNIsiiviu

Parallel execution
reduces total scan time

Mviuwsaunu
WhatWeb - Tech detect 9 ZAP - Full DAST scan < WPScan - =» GraphQL-Cop - =» Nuclei - Template-based scan Multiple scan types
: : improve coverage
sis WordP! GraphQL audit SO0
Httpx - HTTP probing < Wapiti - Webwuln scanner ordPress scan raphQL audi < SQLMap - SQL injection e el

s I <> Dalfox - XSS(DOM + reflected) lvTiummnsaunqu

=» Nikto - Server misconfig
Shodan - OSINT

. : =» XSStrike - XSS patterns
Subfinder - Subdomains =» FFUF - Directory fuzzing

Results are normalized
into Vulnerability records
wadawsgnudaoldu
Vulnerability records

=» TestSSL - TLS/SSL audit

L 2K R R T N 2

Katana - URL crawling

_____ = Scanner Workflow s

awdu ﬂ'\Sﬂ‘\\)'\UUD\)allﬂUlUBS Progress tracking supports

o e orchestration and finalization

} o rs\ e - daowANUAUKUIUA:
2 » =0 » » u » v ° asUwaldsalula

spawn process parse output creater\elzcl,r:ggablllty updateScanProgress() shouldFinalize() check

Q00O
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Main Menu
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Dashboard

Websites

Assessments

3 Vulnerability Scan

Scan Schedules
Remediation
Reports

Notifications

Adménistration

@

0
)
A

)

~n

B
(o
P

Scan Batches
Credential Monitor
Threat Intei / Block
Organizations
User Management
Shared Evidence
API Configuration

APl Keys

Webhooks & Notifications

-4

v

Dashboard
Total Websites Vulnerability Scans
54 58
Vulnerability Severity

Medium: 1502

® High @ Medium @

Recent Scans

le)

%,

T™

¢ 8

Admin VTS

completed
completed
completed
completed

completed
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Submitted

finsladAwny...

“hase: scanning

Wil

Scanner Progress:
nuclei

wapiti

httpx

dalfox
subfind..

Scan #101 — COMPREHENSIVE_SCAN

swuai - @iinraumiltaad

63%

shodan

wpscan
65% ffuf
20% katana
20% nikto

Completed

sqlmap

whatweb
21% nmap
20% testssl
10%

O

Remediation

20%
20%

® andin




* Workflow 1b — finalizeScanResults() enrichment steps

. src/lib/scanners/shared.ts:848-1050+ — runs once per scanner completion in a multi-scanner job

9-17 Security & Verification

1-8

Count findings by severity

Tag with auth context

Tech-stack-aware remediation

Cross-scanner correlation

Enqueue Intel/Owl enrichment

Trend analysis

CMS-aware workflows

CVE verification with Nuclei

©O000O0O0OO

1. MULTI-SCANNER JOB

Scan Target

@R &%

. -~ o b -~ =1 v - o v
@ vihowdalwidinnasondsaunuasa « TidoyaiBedniiasudiu o

Intelligence & Vulnerability Enrichment

asudmudooini
AMUSEAVAIIUTUUSTY

suyuiunasdudusmau
wooulhminy

wusIgus luAmuneiy
walulailfiasrowy

WonTuonadwsonmarvaunuiad
aaAudItou

dotfaya IP / domain / URL / hash
Tiszuy Intel/Owl

wWisuinuiusanisaunu
Asofaumin

GéniWadiawzdrsniu
WordPress / Joomla

dududaclwisdiu Nuclei
(Template-based scan)

©O 060600600060

WAF detection

CDN coverage + IP correlation

DNS analysis

Security posture score

O
&
=

Dynamic baseline - FP reduction Z

Active verification (Tier 2)

A

PoC generation - adv detection

Status = completed - webhook @

753930 WAF 2an
headers / cookies / body fingerprint

a9d@aunsly CDN uay
AaNnuduwusuao IP

1Az DNS records, MX, NS,
SPF, DMARC

Wazuuuausinaoanai
(0-100 3 5 §id)

a0 baseline tioan
False Positive

Dudwifiadindas Payload tests
(Dalfox, SQLMap)

a1 Proof of Concept d iy
dasTwiduas (IDOR, proto pollution)

simaanuziiiu Completed
wardomarinu Webhook

2. finalizeScanResults() — 17 ENRICHMENT STEPS

- i *
L= *.’
Aggregate Enrich

FIHAENS \@3utoua
(1-17)

@

9

Analyze Validate
Asied & Duduriuéin
TiArzuuu (Tier 2)

-
Notify
limnaniue
& Webhook

wsauamsunmsendulanaznisaavaua

@’ INPUT

« WwaawsINvaly Scanner
(Nuclei, Nikto, ZAP, 4a)
 Target: IP / Domain / URL

« Auth context (i)

A -
4

g OUTPUT

« Enriched findings (17 {i@)

« Security posture score

+ PoC & remediation

« Trend & baseline data

« Webhook / API notification

O BENEFITS

+ asouaguvnidcmmandue
« am False Positive
« Jaaruanuddnylawiugs

« wiaudmiusipouuarnsaauauad

3. REPORT & ACTION

Deliver Insights

B O
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Dashboard
Websites
Assessments
Vulnerability Scan
Scan Schedules
Remediation
Reports

Notifications

Administration
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Scan Batches
Credential Monitor
Threat Intel / Block
Organizations

User Management
Shared Evidence
API Configuration

APl Keys

Webhooks & Notifications

Settings

What's New

Credential Monitor

Dark web credential leak monitoring — asa3d@auaa creder

Total Leaks ® Critical

Q Scan Domain

Scan HIBP and Hudson Rock for leaked

our aomain

swu.ac.th 2, Import HIBP JSON

Recent Scans — click to view results

@ correlation-engine — swu.ac.th — 6 found (6 new) @ external-feed-cf-sync — cloudflare — 2000 found (O new)

Leaked Credentials
267 credentials found across all sources
Search email, breach, URL All Status All Severity All Sources
Emall / Username Source Breach / Malware
oy oo @ XposedOrNot CitOday, AntiPublicCombo, Collection-1
@ LeakCheck Unknown

= ch a@swu.ac.th Infostealer (username) — Not Found
Schitta @ hudsonrock-username
Unknown

& @ a@swuac.th

als viuaaann data breaches uaz infostealer malw

@ misp-cf-sync — cloudflare — 2915 found (226 new) @ external-feed-cf-sync — cloudflare — 2000 found (O new)

@ CONFIRMED

@ XposedOrNot ExploitiN, LinkedIn, Deezer, AntiPublicCombo

Data Exposed

Email addresses

Passwords
Browser cookies
Browser data

Emalil addresses

@ misp-cf-sync — cloudflare — 1357 found (0 new)




Workflow 2 — Credential Monitor

Aggregates leaked credentials from 6 sources and cross-validates them

src/lib/credential-monitor.ts

=y
\

* Trigger
L Start the scan
Y
2 =) Phase 1 — Breach databases
=

Collect breach metadata + aggregated leaks

K| &

Phase 2 — Curated + Infostealer

Collect stealer events and infostealer logs

#E
*

Phase 3a — Cross-validation
(priority: ProxyNova first)
Cross-check credentials across sources

Phase 3b — Persist to CredentialLeak
Store normalized results

0 -Q -

Recalculate confidence
Score based on agreement across sources

[ =
=

Audit log per source
Record what was found from each source

Ul

Display results with filters

@ Collect SN
6 Data Sources

bE] « [ i <

Normalize =3
& Deduplicate

Manual: POST /api/credential-monitor/scan
Auto: GET /api/threat-intel/cron
(daily, CRON_SECRET protected)

HIBP APl — breach metadata

ProxyNova / COMB — aggregated
leaks with plaintext passwords

MISP Feeds — stealer events

Hudson Rock APl — infostealer log
per email + per username

LeakCheck API (1500ms throttle)

XposedOrNot API (500ms throttle,
password strength)

Fields: email, source, breachName,
malwareFamily, severity, confidence,
verifiedBy(], dataTypes, computerName, OS

3+ sources agree — confirmed
2 sources — high - 1 credible (HIBP/LeakCheck) — medium
1 aggregated (ProxyNova alone) — low

CredentialScanlLog
rows: source, domain, status, leaksFound,
newleaks, errorMessage

GET /api/credential-monitor

paginated - filter by source / severity / )

confidence - masked plaintext passwords

Validate _ s Store  _ "I Analyze _ ‘ Alert
Cross-Check

& ( cdentialleak & Score * & Respond

HIBP API

(breach metadata)

6 Data Sources

P

ProxyNova / COMB

(aggregated leaks
with plaintext

2l
\, 4
r. N
MISP Feeds
(stealer events)

(S

k‘\ﬂﬁ;

passwords)

O ¥ X
Hudson Rock API LeakCheck API XposedOrNot API
(infostealer log (1500ms throttle) (500ms throttle,
per email & password strength)

username)
@ Output

@» CredentialLeak (aggregated results)

W@  Normalized and deduplicated credentials

I Confidence Score
[ l Calculated from cross-source validation

9 Audit Logs
Per-source activity and outcomes
‘ Real-time Alerts (optional)

New high-confidence leaks

P Benefits

Detect credentials leaked on darkweb early
Cross-validate to reduce false positives
Prioritize by confidence & severity

Actionable for password reset, user notification,
and threat response



Main Menu

98 Dashboard

@ Websites

[2) Assessments

73 Vulnerability Scan
Scan Schedules
Remediation

Reports

D ® O @

Notifications

Administration

£ Scan Batches

@ Credential Monitor

Q Threat Intel / Block

&) Organizations

22 User Management

> Shared Evidence

o API Configuration

& API Keys

& Webhooks & Notifications
i3 Settings

< What's New

18]

Threat Intelligence / Auto-Block

év loC a1n MISP uaadsll block 1 Cloudflare &1

MISP External Feeds
Connected Connected
2535 0 blocked - 2 feeds
S MISP IoC Summary 986,373 total
37U Indicators of Compromise wanannlsyinn (90 Tuanda) awiav 19/5/2

157687 High

131846 Low 29304 Unknown

A7 loC Trend (51a19u)

wwITinduu [oC 3nn MISP gauna 3(

n

Cloudflare

Blocked IPs

Chrome Blocked URLs

‘A TH

Last Sync

5/19/2026




Workflow 3 — Threat Intel — Cloudflare + Chrome Block

Daily cron pulls feeds, pushes IPs to Cloudflare WAF + domains to Google Chrome blocklist

© ©¢ 6 o

¥ PRODUCTION SCALE

Cron trigger

Run daily via systemd timer

O

Fetch IP feeds in parallel

Collect from multiple sources

Whitelist filter + dedupe
+ 30-day expiry

Keep only relevant & recent IPs

Push to Cloudflare WAF
Create/Update ruleset entry-point

Chunk into rules (90 IPs each)
Build rules for WAF

MISP domains -
Google Chrome blocklist
Push high/medium severity domains

Telegram alert on failure

Notify when any source fails

I Response JSON

Return processing summary

v

GET /api/threat-intel/cron
Bearer CRON_SECRET

- MISP API (curated - misp-cloudflare-sync.ts:45)
- External feeds (FireHOL / Spamhaus / CrowdSec -
EXTERNAL_FEED_URLS env)

threat-intel-whitelist.ts
- removes private + allowed IPs
« cap at 2000 IPs per source

- Cloudflare API

« ruleset entry-point: http_request_firewall_custom
» zone-scoped -+ Bearer token

» source: cloudflare-waf-blocker.ts:85

« 3500-byte expression limit
« descriptions: VTS-MISP-Block-{n} ,
VTS-ExternalFeed-Block-{n} (separate prefixes)

- Google Workspace API

* gws-chrome-blocklist.ts + URL-based (notIP)

any source fail (MISP timeout, Cloudflare 4xx, GWS auth)

- message to TELEGRAM_CHAT_ID
with reason + IP count

summary:
totalIPs, newlyBlocked, alreadyBlocked,
rulesCreated, rulesUpdated, cache status,
per-source errors

~3,279 6

IPs blocked daily Data sources

=

-.*‘

o
(o
Cron

Trigger

2
¢
a

ul

90

IPs per rule chunk

INPUT SOURCES . j

IP FEEDS DOMAIN FEED
MISP API MISP API
(curated) (curated domains)
FireHOL / Spamhaus /
CrowdSec

EXTERNAL_FEED_URLS
(env)

(2 (3] @] (6] @
& V-0 -0-

o

[ (N
Fetch Filter & Push to Domains »  Alerton Response
Feeds Dedupe Cloudflare Chrome Failure JSON
; WAF Blocklist
f

QO -~ |

Chunk & Build Rules

OUTCOMES
Block malicious IPs at Cloudflare WAF

via custom firewall rules

Block malicious domains in Google Chrome
via Google Workspace blocklist

Real-time alerts to Telegram
when failures occur
Daily scale: ~3,279 IPs blocked daily

CF ruleset ID 65e7b4569c854df1830d41afa0981b82
since 2026-05-10 migration off legacy CF Firewall Rules write API.

Authenticated
APls & secure tokens

:Oo\ Automated
Daily operation
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Dashboard
Websites
Assessments
Vulnerability Scan
Secan Schedules
Remediation
Reports

Naotifications

dministration

Scan Batches

Credential Monitor
Threat Intel / Block
Organizations

User Management
Shared Evidence

APl Configuration

API Keys

Webhooks & Notifications
Settings

What's New

G2 Stealer Cross-Reference

Juerltnan Steale

&2 m31adaU Cross-Referen

fiuszuun credential anuTus — wiud "lasanuiua credential vasssuuw”

170

sannnninmanil credential uaa (Vi domain)

Supreme (stinmzdieu): 2,023 Admission (Suaties): 1,670 Admission (Suaties): 1,252 Web Application: 1,222 Login/S80: 1,068 iPass (fwsru): 982 Web Application: 941 LMS /Moodle: B26 Login/8S0: 751 Supreme (sumwcuiimu): 668

sisasAon — iiuassinngnaun Credential

i (=] 'i'm'f'mqn + wa3aa/Mabware Password / Logins / Sources

2 tafg.swu.ac.th 5 2026-04-22T08:34:53.000Z L_‘l Nf:f mm
2C i@swu.ac.th 5 2026-04-03T15:22:48.000Z ‘[“_‘l Nf:f me
. O GIGABYTE
A mmmmaya@swu.ac.th £ 2026-02-27T21:33:50.000Z —
dows 11 Home
2 at @swu.ac.th B 2026-02-23T11:04:46.000Z ?EES_K_T?P_‘%SFCK .
& ki mmdg. swu.ac.th 5 2026-02-18T06:36:12.000Z Pro
- . J Not Found
A clommima@g.swu.ac.th £ 2026-02-08T08:39:55.000Z RREREE
2 1 iti@g.swu.ac.th 5 2025-09-20T22:47:00.000Z = DESKTT:‘?‘E:H‘ESE — :_ I
2 ammiima@iswu .ac.th 5 2025-07-21T00:00:00.000Z S Fm"d

) LAPTOP-SS3SAPTR (earth)




Workflow 4 — Stealer Log Cross-Reference
(Attack Surface)

Match leaked credentials = managed website domains — classify compromised systems

Trigger

Start data collection

POST /api/threat-intel/stealer-crossref (fresh)
or GET (cached)

* source: threat-intel-runners.ts:163

o (2
0-

© (4] (5 (6

= ’:;;_’@_’0

— —>
D

@ 8]

o - [J

e 5 Collect inputs (a) all unique emails from  Credentialleak table Trigger Collect Email Domain Match Classify  Enrich+  Cache+
M R A Foten e e sia s (b) all active website domains in VTS Inputs Search Search Email « by URL Mask Display
i (per org or global) « (Hudson Rock)  (Attack Surface) Domain Pattern A A
' | : :
I | 1
e = Hudson Rock API emmmeeee Continuous Enrichment & Monitoring gttt bt beeeeaaae 2
3 9
a .‘ Per email batch (max 200) + search by emall
Search stealer logs by email « fallback search by username
! (skip generic usernames like "admin”)
5 CLASSIFY SYSTEM BY URL PATTERN (EXAMPLES)
o @ Per managed domain — Hudson SSEk a:tack—iurfzce API ‘
5 z  returns endpoints found in v m
: Query stealer logs touching domain stealer logs for-that domain v ‘Q M ~ a eee
a g 2 /vpn /admin /webmail /ims /sso Other
e § Match: email @ domam.“ e.g., user@admission.swu.ac.th in stealer log VPN Admin Panel Webmail LMS SSO Systems
managed website domain + swu.ac.th is a VTS website — flagged
+ Correlate identity to asset
0 o C|assify system by URL pattem /vpn = VPN /admin — Admin Panel  /webmail — Webmail OUTPUTS (U' pANEL)
Determine system type (attack surface) ~ /lms = LMS  /sso - SSO o Al o e e W s +/ Identified compromised accounts & systems
¥ s
« top passwords + top logins from stealer log - v/ Attack surface visibility (URLs, systems)
@ Enrich + mask :
* masked preview (first/last char) ° +/ Masked credentials & context
Add context, mask sensitive data i f
* malware family « OS » compromise date
® +/ Confidence & risk prioritization
Cache + display setCachedResult("stealerCrossRef", ..) - +/ Exportable / Alert-ready

Cache results & show in Ul « Ul panel sorted by date (most recent first)

@

WHY THIS MATTERS FOR UNIVERSITIES SOURCES

« CredentialLeak table
* Hudson Rock API

Q o a

A leaked @university.ac.th credential + observed in a VPN
URL in stealer logs = active path for attacker into LAN.

Reduce i ioritizati i - search by email
Cross-ref turns "credential floatinig around the intemet” attak o 0ksa Faster Detection Better Prioritization Proactive Response Y
s s y i - Correlate leaks to assets Focus on high-confidence, Enable alerts, incident - attack-surface API
into “this person's machine was compromised, Find exposed systems

and users automatically highest-risk systems response, and remediation « VTS Managed Website

Domains

and the attacker has VPN access.” from real attacker data
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HCI Monitoring

- H Dashboard
E Virtual Machines
E Hosts

Q Storage
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Total Memory Waste RS ‘
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Right-sized
20%
Undersized
0%
B Oversized Unders Right?ék?gdgée- Cooldown
B Zombie
OVERSIZED UNDERSIZED  RIGHT-SIZED ZOMBIE COOLDOWN Q, Search VM...
Current Recommended ol Y - Auto- ) )
Waste/ @ Waste!/ @ Classification ) Recommendation Action
Memory Memory Resize
Pressure Pressure
@ -512 MB :
ki % versized - T
1068 512 MB 99.0% 95.0% oversiz T e
. . ; = -3VCPU X @& -11.5 GB ;
versized - AUTO
16.0 GB 45GB 99.0% 93.0% oversiz Ry
. i : & -18 VCPU I & -47.3 GB :
versized = AUTO
64.0GB 16.8 GB 97.0% 94.0% oversiz R L e
® -2vVvCcPU I @& -11.8 GB
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VMStat Monitor v1.4.0
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Workflow 5 — Right-Sizing Analysis

Classify VMs as undersized / right-sized / oversized / zombie +« compute target spec « gated by cooldown

o
@ -

- R-—W0-O

" Bd

&

Daily 02:00 trigger
Run the daily right-sizing analysis

Pull 30-day metric rollups
Get host-level metrics (no per-VM live

Compute P95 CPU + memory per host

P95 = the value 95% of samples fall below

Proxy for "how saturated does this host actually get?”

Classify each VM

Zombie: avg CPU<1% & mem<1% for 27d
Oversized: P95 < 30%

Right-sized: 30-85%

Undersized: P95 > 85%

Compute recommendation target

Oversized — P95 + 20% headroom (scale down)
Undersized — P95 + 30% headroom (scale up)

;’II'

Returns: recommended_vcpu, recommended_mem_mb

Cooldown gate (dual-method)

(a) SCP operation log: any “Edit virtual machine” task in

last 7d that changed CPU/mem

(b) Allocation drift: current vCPU/RAM # last recommendation

- in cooldown, skip
Persist recommendation row

visible in /research & /vms/<uuid>
status: pending / applied / dismissed

User clicks “Apply”

POST /rightsizing/{id)/apply — ResizeService.apply_recommendation()
— checks hotplug/balloon capability — SCP API resize

(POST verb, action path)

APScheduler

backend/app/analytics/rightsizing.py
POST /api/vi/analysis/rightsizing
(manual trigger supported)

MetricRollupDaily table

LOOKBACK_DAYS = 30
host-level only

Outputs:

= p95_cpu
* p95_mem

Based on P95

0% 30% 85% 100%
Oversized Right-sized Undersized

Example
@ oOversized: P95 20% — downsize
@ Undersized: P95 30% — upscale

O Prevents thrashing

Waits until stable
before re-recommend
changes

E Audit trail

Track decision
and outcome

Result
Success OR

"requires_confirmation”
(shutdown needed
for downsize)

VM CLASSIFICATION
ZOMBIE OVERSIZED RIGHT-SIZED UNDERSIZED
avg CPU < 1% P95 < 30% 30% < P95 < 85% P95 > 85%
& mem < 1% = <
Over-provisioned Balanced At risk
for 2 7 days 2
(waste) (optimal) (needs more)

COMPUTE TARGET SPEC (RECOMMENDATION)

Scale Down (Oversized)

Target = P95 + 20% headroom
— Reduce vCPU / RAM

Scale Up (Undersized)
Target = P95 + 30% headroom
- Increase vCPU / RAM

OUTPUTS
(=)
= - O
= &
Persisted User Action API Call Result
Recommendation User clicks “Apply” POST /rightsizing/(id)/apply Returns success OR
/research & /vms/<uuid> to execute — ResizeService.apply_ "requires_confirmation”
status: pending / recc dation rec dation() (shutdown needed for
applied / dismissed -+ SCP APl resize downsize)
(scale action)
Y- Host
\&) DOCUMENTED BLIND SPOT
£
Host P95 used as proxy for all VMs on that host. o
A single noisy neighbor biases the analysis. !
Per-VM metrics from VictoriaMetrics are visible in Grafana \
but not yet wired into the classifier — Phase 5+ work. ,!M ‘,’__M : g
= = {} o)
DATA FLOW (DAILY RUN)
= @ E [==) @
O-S8-¥-9-@ - » @ > &
Trigger Pull 30-day Compute Classify Compute Cooldown Persist User Apply &
02:00 rollups P95 VMs target spec gate result Resize (SCP)

% Goal: Right resource « Lower cost * Improve performance » Preventrisk « Automated & safe
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% Software Inventory

Packages (current)

1,782

£) SCAN HISTORY or CREDENTIALS

Target type
All targets

Container

All (host + containers)

(1] (]
n fn in

[
fn

(1] (. (]
n in n

[
i

@ ¢ @ @ ¢ 0 o <o
]|
7]

Unique CPEs

1,017

All sources

Package

ModemManager

auditd

bash

bind9-libs

coniainerd

cron

cron

curl

dbus

oomm Targets Scanned

Q, Search package name

. Relevant only

9.2 21-2ubuntu4

1:9.18.39-0Oubuntu0.24.04.3

3.0pl1-184ubuntu2

8.9.0-2ubuntu10.9

VMStat Monitor v1.4.0

Source

service

service

dpkg

dpkg

service

dpkg

service

dpkg

service

Scans (24h)

O

. Current only

CPE

cpe:2 3:a*:modemmanager-running:*==****

e ¢ ®

© RUN SCAN

Last Seen

511912026,

5/19/20286,

511912026,

5/19/2026,

51912026,

511912026,

5/19/20286,

511912026,

5/19/2026,

11:00:01 AM

11:00:01 AM

11:200:00 AM

11:00:00 AM

11:00:01 AM

11:00:00 AM

11:00:01 AM

11:00:00 AM

11:00:01 AM




Workflow 6 — Software Inventory
(Agentless SSH)

No agent binary — pulls package list via SSH using stored credentiat profiles

app/services/ssh_scanner_service.py

*®

e P ‘ Resolve credentials

Get SSH credentials securely

Trigger

Start inventory scan

wm,  asyncssh connect
= Connect to target via SSH
(per-VM concurrent)

Host package discovery
Detect OS & list installed packages

Service + binary probes
Enumerate running services &
binaries

<>

Container scan (cascade)
Scan containers and packages

¢

CPE normalization
Normalize version to CPE

© ©¢ 06 6 o6 o
(i

Soft-delete + insert
Maintain history & current state

((

POST /software/scan (single target)
or “scan all active targets” background task
: app/api/vl/software.py:559

TargetCredential — CredentialProfile
(Fernet-encrypted SSH password
OR private key + passphrase)

* timeout + retry
« audit row in SoftwareScan table

dpkg-query -W (Debian/Ubuntu)

— name + version

fallback: rpm -ga --queryformat (RHEL/CentOS)
tab-separated parse

systemctl list-units --type=service
Binary version probes:

nginx - mysql - postgres - docker - redis -
haproxy - node - python3

docker ps — list containers

per container try dpkg — fallback rpm —
fallback apk (Alpine)

tag rows with container_name

cpe_normalizer.py (name, version)

— CPE 2.3 URI

vendor lookup table

fallback to wildcard: cpe:2.3:a:*:<name>

Old rows: is_current=false (preserved for history)
New rows: is_current=true
Correlation engine reads is_current=true

Agentless via SSH = No binary to install/update across hundreds of VMs

Credentials rotated through one profile ¢« Works on any *nix with sshd

Downside: Windows VMs not covered (would need WinRM / agent).

HOW IT WORKS

@-—)P—))-

Targets Credential SSH Discover Normalize Store Correlate
Active VMs Profile (asyncssh) Packages & to CPE (SoftwareScan) & Report
Services
A A
: :
1
-------------------- Concurrent & Scheduled B e
PROBES & TOOLS OUTPUT EXAMPLE (per target)
@ Package Managers Package / Service Version CPE23 Source Status
* Debian/Ubuntu : dpkg-query -W nginx 1.24.0 cpe:2.3:a:nginx:nginK:1,24,0: 10100 package @
» RHEL/CentOS : rpm -qa--queryformat
postgresql 14.10 cpe:2.3 g ql:*1*:****  package [>]
Service & Binary Detection .
@ docker 24.0.7 cpe:2.3:a:docker:docker:24.0.7:%:***:* service (5]
* systeactl list-units --typesservice
* Probes: nginx, mysq, postgres, docker, redis 701 cpe:2.3:airedisredis:7.0.11:%: %%+ e binary @
redis, haproxy, node, python3
myapp (ctr) 213 cpe:2.3:a:myapp:myapp:2,1,3; %t itisee container @
* Container Support
* docker ps
* dpkg / rpm / apk (Alpine)
* Tag by container_name
% BENEFITS
s DATA STORED @ Complete inventory without installing agents
W wareScan table @ Works with encrypted SSH credentials
+ target_id @ Supports major Linux distributions
« package / service / binary @ Container-aware inventory
2 vers;:g @ Normalized to CPE for vulnerability correlation
* cpe2. S 3
+ source (package / service / container) @ Historical tracking (soft-delete)
0 @ Scalable, concurrent & scheduled

container_name (if any)
is_current (true/false)
first_seen / last_seen

~Q- g

DATA FLOW (SCHEDULED)

@@P.Q*ﬂs

Scheduled Targets Credential

Task Profile Connect

Collect
Data (CPE) in DB

Latt

——->='Q—>

> 1h

Correlate
& Report

Normalize Store
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CVE < Software Matches

Drill-down naswving (CVE, installed_software, target) i comrelation engine Fuld — nsasaaa match_type, severity, KEV w3a search.
@ ANSNAULARIIAWIZ exact + version_range (high-confidence); @n vendor product @1ua719L9

Match type Severity

<

Vendor Product Critical High Medium Low

Patch status (Ubuntu version_range only)

@ Paiched @ Unpaiched ) Unknown

& 417 pairs match current filter

CVE Severity CVsSS Match Software
CVE-2025-48384 e - B git
EPSS 0.60% : ERE R IRERESE 1:2.43.0-1ubuntu7.3
2.43 (+7 more)
CVE-2025-32463 e sudo
HIGH ?8 v3 - S A . T
EPSS 57.34% AT L B R e s 1.9.15p5-3ubuntu5.24.04.2
CVE-2025-32463 — - - = d o sudo
8 v 2.3:a: 5 S
EPSS 57.34% e 1.9.15p5-3ubuntu5.24.04.2
CVE-2026-4176 peri
o R
EPSS 0.03% i Sl e 5.38 2-3 Jubuntu0.2
perl = 5 4 5.48.4 (+2 more}
CVE-2026-4176 - S perl
EPSS 0.03% ~ & D 5.38.2-3 2ubuntu0.2
perl = 5 4 5.408.4 (+2 more)
CVE-2026-31789 fibssi3
98 v -2 3:aopensskopenssh* ===

EPSS 0.01% 3.5.5-10 - @ vmstat-db-1

¥ nnenssl I.A.A. ¢ 3.A_70 (+4 more)

VM5tat Monitor v1.4.0

2@ low-confidence pairs (dmilu false positive 12u Shellshock

bash 5.x).

KEV

ANY

Target

= NO
10.1.7

= NOC
1011

= IS
10.1.

& NC
10.1.1

g IS
10.1.1

= NC
101101

Patch status ®

< PRECISION OVERVIEW

Q, Search

Hide patched (Canonical-backported FPs)

[}

unknown

unknown

o &

¥ CLEAR C APPLY

Last matched

19/05/2026, 14:00:00

19/05/2026, 14:00:00

19/05/2026, 14:00:00

19/05/2026, 14:00:00

19/05/2026, 14:00:00

19/05/2026, 14.00:00



Workflow 7 — CVE Correlation
(3-Tier Match Hierarchy)

app/services/correlation_service.py — daily 07:00 UTC
O(N_sw + N_cve) via in-memory indexes

Build 3 indexes (in-memory)

exact_idx: CPE URI = CVE
vp_idx: vendor:product - CVE
ranges_idx: vendor:product — [(CVE, versionStart/End)]

Iterate is_current=true software
Parse installed version: PEP 440 first

Fall back to Debian dpkg rules

(handles 1:1:2.3-1ubuntu5.24.04.2)

Tier 1 — exact CPE match
Installed CPE URI matches one of CVE's affected_cpes
— claim - match_type=exact

Tier 2 — version-range

Same vendor:product, installed version inside
[versionStartincluding/Excluding, versionEndincluding/Excluding]
— claim - match_type=version_range

Tier 3 — vendor:product fallback

Same cpe:2.3:<vendor>:<product> prefix

NO range data OR outside all ranges

— capped at VP_FANOUT_CAP=100 (prevents lib/openssl| explosion)

Upsert vulnerability_matches
Columns: match_type, matched_cpe,
first_matched_at, last_matched_at, idempotent across runs

Ubuntu USN post-filter

For Debian/Ubuntu rows: if USN has fixed_version
AND installed >= fixed — patch_status=patched
(bridges backport blind spot)

Overlay KEV + EPSS

KEV: if CVE in CISA catalog — is_kev=true + due_date
EPSS: daily CSV — exploit probability % + percentile
(update-only, never creates)

© © 06 06 06 © 0 ©
“w o0 @ % o0

KNOW LIMITATIONS (BLIND SPOTS)

F

AND-node configurations
(~5-10% of CVEs with composite
“OS AND app" conditions)

are skipped at range extraction

Unparseable installed versions
fall to vendor:product tier

&

Hil

3-TIER MATCH HIERARCHY

A

TIER 2

Version-Range Match

i

High Confidence

TIER 3
Vendor:Product Fallback

v

Lower Confidence

( TIER 1
Exact CPE Match

|
Highest Confidence

CPE URI EXACTLY matches
CVE affected_cpes

Same vendor:product
prefix (no range data or
outside all ranges)

Version is within
CVE version range

match_type = exact match_type = version_range match_type = vendor_product

()~ Stop at first successful tier (1 =2 - 3). Cap fallback at 100 CVEs per product.

EXAMPLE MATCH FLOW

Installed Software Build Indexes Tier 1 Tier 2 Tier 3 Save Result
s ) No No Y
Q T = b =dEsy, ( BTN — =]
exact_idx ° 0 0 vulnerability_matches
nginx x 2 . > vendor:product
1540 vp_idx ! exact match’ in range fallback + KEV + EPSS
ranges_idx a N A + USN filter
,,,,, Yes (matched) ..ot
DATA SOURCES OUTPUT FIELDS (vulnerability_matches) KEY BENEFITS
[ Instolted Software (is_cu ) « cve_id @ High accuracy with 3-tier
« installed_cpe matching strategy
9 CVE Database (NVD) « match_type (exact / version_range / vendor_product) @ Handles version ranges
CPE Dictionary . n.'satched_cpe and backports
« first_matched_at @ Reduces false positives
* CISA KEV Catalog « last_matched_at from vendor fallback
) + is_kev (true/false) ..' @ Risk prioritization with
Ill EPSS Daily CSV « epss_score, epss_percentile ~ KEV + EPSS
Ubuntu USN Feeds « patch_status (patched / unpatched / NULL) @ Fast & scalable using

I}

due_date (from KEV) in-memory indexes
SCHEDULE & SCALE

Daily 07:00 UTC
Complexity: O(N_sw + N_cve)

non-Debian distros

(Alpine, RHEL custom patches)
not USN-filtered —
patch_status=NULL

-. Windows VMs not covered
.. (would need WinRM / agent)

®

In-memory indexes for speed



VMStat Monitor o &
m Analysis
N Capacity Planning Feed Hea Ith ™ REFRESH
Sync status of every threat-intelligence feed powering CVE comelation — NVD corpus, EPSS scores, CISA KEV, and MISP instances.
é Research
ﬁ Reports & el R\
Q Backup Compliance 9 1 9
Healthy feeds Failed feeds Stale (>24h) Total feeds

i Grafana (P
Security EE Feed detail
[ Software Dashboard Feed Status Last sync Age ltems Duration Emor Actions
@ Software Inventory

™ alpine SUCCESS 19/05/2026, 12:45:00 3h ago 42 75T 12.45 —
e Vulnerabilities

Iy epss SUCCeSS 19/05/2026, 13:00:00 3h ago 333,848 2725 — D SYNG
& CVE Maiches

0O kev SUCCES 19/05/2026, 13:30:00 Zh ago 1,592 21s — D SY
N Feed Health
Ij_\ Correlation Precision e misp:1 (MISP_SWU) SUCCESS 19/05/2026, 15:45:00 38m ago 0 0.1s — S SYN
Q Supply Chain M mitre success 19/05/2026, 11:30:00 351,483 4199s  —

@ nvd SUCCEeS 19/05/2026, 131500 3h ago T4 27s — D SYNG
ISO Compliance
° Incident Log M usn SUCCESS 19/05/2026, 12:30:00 3h ago 13 10.3s —
Q Change Log M vulnrichment Success 10/05/2026, 10:30:00 146,877 166.6s —

& correlation SUCCESS 19/05/2026, 14:00:00 Zh ago 5,929 64 45 —

Administration

Administrator




Workflow 8 — Vulnerability Feed Sync (6 Sources)

Layered ingestion « NVD authoritative « MISP/Vulnrichment fill CVSS gaps THE 6 FEEDS
EPSS/KEV overlay signals - USN/Alpine post-filter

# Feed Endpoint / Source Cadence Role - What it does
WHAT IT DOES NVD 2.0 Authoritative
Aggregates vulnerability and exploit intelligence from o . g U U R R 0 Daily o lastModStartDate windowed

NIST nvD incremental ¢ 120-day max window
« rate-limit 5 req/30s
« without key

6 trusted sources and normalizes them into VMS.
Each feed has a specific role. Together they provide
complete, prioritized, and actionable vulnerability data.

o MISP Curated Threat Events
LAYERED INGESTION ARCHITECTURE 7 z Hourly i i
_J User-configured instance @ ( fig) - Fills CVSS gap when
— o — — per config
- ) : / \ MISk . . - NVD hasn't scored yet
8- Y-®- -G
“ N EPSS Update-only
1. Ingest 2. Normalize 3. Enrich 4. Filter 5. Store & Use o epss.empiricalsecurity.com/ @ Daily - Adds axploitprobiability%
Pull from 6 sources  Standardize fields, Overlay EPSS/KEV, Post-filter by Save to VMS DB EPSS epssscores-cument.cv.gz + percentile
by cadence dedupe, map CVE fill CVSS gaps USN/Alpine & dashboards + Never creates rows
o KEV R T P Actively Exploited CVEs
KEY OUTCOMES (CISA) vulnerabilities,json @® Daily + Sets is_kev=true + due_date
e T " = Can stub rows NVD fills later
Complete Coverage M Better Prioritization Fewer False Positives * ™\ Actionable & Timely
Combines authoritative EPSS, KEV and USN/Alpine post-filter @ * Appropriate cadence
(NVD) + community exploit signals marks patched/ for each source, e Ubuntu USN Backport Tracking
+ threat intel raise true risk fixed versions always up to date b o ubuntu.com/security/notices.json @ Daily + Post-filter marks Debian/Ubuntu
u Untu matches as patched if
installed = fixed_version
DATA FLOW OVERVIEW
/\ e Vulnrichment s s Fills NVD-deprioritized gaps
- \ - n-deman :
0 = = o @ — 3 e Y ) = ~5 W vulnarichment e ) 4 * Provides CVSS v3/v4
- ~ N / - for lower priority CVEs
6 Sources Ingest Normalize Enrich Post-filter VMS Database
(See table) (By Cadence) & Deduplicate (EPSS/KEV) (USN/Alpine) & Dashboards
FIELDS ENRICHED IN VMS
@ CVssSv3/v4 a CVSS Source l...l EPSS Score & l- KEV Flag Due Date USN Patch Co References
(NVD / MISP / Percentile (is_kev) (KEV) Status & Links
Vulnrichment)
-@; HOW T WORKS TOGETHER & WHY POST-FILTER MATTERS Q NOTES . GOAL
NVD provides the baseline. MISP + Vulnrichment fill scoring gaps. Many distributions backport fixes. - All feeds are idempotent and deduplicated by CVE + data_source. C"l"‘p'e“_’( Accurate; p"°’i‘:’e"
EPSS and KEV add risk and context. USN/Alpine post-filter USN (Ubuntu) identifies patched packages so we + Resilient to failures with backoff and retry. ;utne:‘ablllty da:—readdy oF
reddces noiseby marking patched versions. don't flag already-protected systems. + In-memory indexes for fast correlation and low latency. r:me:d;::::po a0
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