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« CMU Backbone

* Network Transform (Underlay Network)

* Overlay Network
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The University Backbone




CMU Core Network
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Three Tier Architecture

Why Choose Three-Tier?

e Scalable: Easily supports network
growth.

e More Reliable: Built-in redundancy
keeps things running even if one part
fails.

e Better Performance: The core layer
speeds up datatransfer and reduces
congestion.
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Layer 2 era

Before: Layer 3 distribution with acces

x/
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OSPF OSPF

For ~10 years the campus relied on Layer 2
switches and VLANSs, creating large - , /

broadcast domains and Layer 2 problem.

https://www.cisco.com
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VLAN for Branch
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2020 : Layer
OSPF upgrad

After: Layer 3 distribution with

In 2020 we implemented a routed backbone with
OSPF to flatten failure domains and enable

hierarchical design.

This provided improved scalability, faster
convergence, and clearer traffic engineering for

campus aggregation.

aCCess

OSPF

https://www.cisco.com
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The Catalyst 9K Family

Catalyst 9200 Catalyst 9300 Catalyst 9400 Catalyst 9500 Catalyst 9600

Fixed Access Switches Modular Access & Distribution Switches Fixed Core & Distribution Switches Modular Core & Distribution

htts://www.cisco.com

Built on Cisco’s Innovative Hardware & Open IOS-XE



e CMU Network Diagram
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Move Forward :
Overlay Network

e Centralized Firewall
 Reduce IT cost
« Simple Management
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VLAN L2

Tunnel over IP
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Overlay Tunneling

Technologies
« VXLAN (Virtual Extensible LAN)
 GRE (Generic Routing Encapsulation’
« L2TPv3 (Layer 2 Tunneling Protocol \[é)'/Q~ :

MPLS-based L2VPN




VXLAN in University Backbone

Centralized Firewall
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VXLAN EVPN (Layer 2 VNI)

Implementing
* Prepare Network

« Underlay Configuration
» Overlay Configuration
« Firewall Configuration (except)

* Network Migration



* Prepare Network

* Underlay Configuration

g + MTU -> Jumbo FrameiSize 9000 — 9216 bytes

Trunk

s I Example

IP p2p

interface TenGigabitEthernet1/1/1
description ACCESS _SWITCH
no switchport

mtu 9198

ip address 192.168.1.1 255.255.255.252

MTU Size > Jumbo Frame Distribute !
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]
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Clear process ospf to refresh
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Prepare Network

* Overlay Configuration
* Peering iBGP (Core — Access)

* VXLAN



CORE

router bgp 65001

bgp router-id 10.0.0.99

bgp log-neighbor-changes

neighbor 10.0.0.1 remote-as 65001

neighbor 10.0.0.1 update-source Loopback1
neighbor 10.0.0.1 route-reflector-client
neighbor 10.0.0.2 remote-as 65001

neighbor 10.0.0.2 update-source Loopback0
neighbor 10.0.0.2 route-reflector-client

1

address-family 12vpn evpn

neighbor 10.0.0.1 activate

neighbor 10.0.0.1 send-community both
neighbor 10.0.0.1 route-reflector-client
neighbor 10.0.0.2 activate

neighbor 10.0.0.2 send-community both
neighbor 10.0.0.2 route-reflector-client
exit-address-family

Peering iBGP(Core — Access)

Access’

router bgp 65001

bgp router-id 10.0.0.1

bgp log-neighbor-changes

neighbor 10.0.0.99 remote-as 65001

neighbor 10.0.0.99 update-source Loopback1
!

address-family 12vpn evpn

neighbor 10.0.0.99 activate

neighbor 10.0.0.99 send-community both
exit-address-family




VXLAN Configuration

CORE

12vpn evpn

logging peer state

replication-type ingress

router-id Loopback1

default-gateway advertise

]

I2vpn evpn instance 2010 vian-based

encapsulation vxlan
!

vlan configuration 2010

member evpn-instance 2010 vni 12010
]

interface nve1

no ip address
source-interface Loopback1
host-reachability protocol bgp

member vni 12010 ingress-replication
!

Access

12vpn evpn

logging peer state

replication-type ingress

router-id Loopback1

default-gateway advertise

]

I2vpn evpn instance 2010 vian-based

encapsulation vxlan
!

vlan configuration 2010
member evpn-instance 2010 vni 12010

interface nve1

no ip address

source-interface Loopback1
host-reachability protocol bgp
member vni 12010 ingress-replication




Network Migration
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THANKS
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DOES ANYONE HAVE ANY QUESTIONS? CREDITS: This presentation itemplate was created by
Slidesgo, including icons, infographics & images by

Nawint@cmu.ac.th Freepik 2
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